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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 21.1.0.0.0, refer to the
following documents:

e  Oracle Banking Digital Experience Installation Manuals
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Introduction

2.1

2. Introduction

Purpose of the Document

The purpose of the OBDX Installation Manual is to provide a step by step overview on the installation
process of the solution.

It includes:
e Reference to prerequisites software installation required for OBDX & OBDX installer

e  Setup of OBDX with Oracle’s own Core Banking and Origination Products along with Third-
party HOST system.

¢ Running the installation in silent mode

e Advanced Configurations (Post installation)
e Installation Verification

e  Multi-Entity Installation and configuration

e  Best Practice

e  Troubleshoot Overview

Home
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Prerequisites

3. Prerequisites

OBDX pre-requisite software should be installed and available before proceeding.

For OBDX pre-requisite software setup refers document “Oracle Banking Digital Experience Installer
Pre-Requisite Setup Manual” .

Installer Pre-requisite verification

Post installation of OBDX Installer prerequisite software’s, verification can be done using below steps.

Note: Verification should be performed on Server where Oracle Weblogic is locally installed and by OS
user (which is owner for Oracle Weblogic home directory) for non-root steps. The same user will be used
to execute installer.

Oracle Instant client

Step 1: Login using root user.

Step 2 : Run below command to verify if Oracle Instant client is installed.

rpm -qa | grep oracle

Note: Above package verification command is specific to Oracle Linux and RHEL distributions only. For
other Linux distributions or OS please refer to OS specific package manager documentation.

Python:

Step 1: Execute python -V command

Note: Ensure Python 2.7.5 supported version is installed. Above command should reflect the same.
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Prerequisites

cx_Oracle & Urwid:

Step 1: Execute python command

python

Note: Ensure Python 3.8.0 version should be available in PATH variable. Above execution should be done
using Python 3.8.0.

Step 2: Import Urwid and check version
import urwid (Press Enter)

urwid.__version__

rmation.

If version is displayed, then Urwid is installed and available for use.

Note: Ensure Urwid 2.1.2 supported version is installed. Above command should reflect the same.

Step 3: Similarly import cx_Oracle and check version
import cx_Oracle (Press Enter)

cx_Oracle.version

If version is displayed, then cx_Oracle is installed and available for use.

Note: Ensure cx_Oracle 8.1.0 supported version is installed. Above command should reflect the same.
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Prerequisites

Python 3.8 for Linux Operating System : --

Step 1: Execute below commands to install the dependencies
yum -y groupinstall development
yum -y install zlib-devel
yum install openssl-devel -y
yum install zlib-devel bzip2-devel openssl-devel ncurses-devel sqlite-devel
yum install zlib-devel bzip2-devel openssl-devel ncurses-devel sqlite-devel -y
yum install python38-pip -y

yum install libreadline-gplv2-dev libncursesw5-dev libssl-dev libsqlite3-dev tk-dev libgdbm-
dev libc6-dev libbz2-dev -y

yum install -y libffi-devel

yum install python36u-devel -y
yum install python38u-devel -y
yum install yum-utils -y

yum install epel-release -y
yum install python3.8-pip -y

yum install python3-pip -y

Note: In case wget is not installed , perform following step to install wget

yum install wget
#Download the python.tar.xz of the required version

wget https://www.python.org/ftp/python/3.8.0/Python-3.8.0.tar.xz

#Untar the Python tar file

tar xJf Python-3.8.0.tar.xz

#Navigate to the Python-<version> directory and run the below commands
cd Python-3.8.0

Jconfigure

make

make install
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Prerequisites

Step 2: To install the Python3 compatible libraries to Python2.7 , configuration of pip needs to be
done

cd /root

mkdir .pip

vi ~/.pip/pip.conf

[global]

trusted-host = pypi.python.org
pypi.org
files.pythonhosted.org

Step3: Give permission to pip.conf file and a soft link needs to be created.

Note: pip version 20.1.1

In -s ~/.pip/pip.conf /etc/pip.conf
Is -Irt ~/.pip/pip.conf

chmod 777 /root/.pip/pip.conf

Is -Irt ~/.pip/pip.conf

pip3 list

pip3 install --upgrade pip
Step4: Once above steps are executed successfully install the following required modules.
pip3 install cx-Oracle==8.1.0

pip3 install urwid==2.1.2

Home
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Installation

4. |nstallation

Pre-Installation

e Install all the prerequisite software and packages mentioned above

Steps of Installation
e Download and extract the installer zip file (Base).
e Navigate to “<OBDX INSTALLER DIR>/core/config”

e Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)

E] EIR-) # &, i ¥ | Encoding - [IColor~ 3 | @

# Installer Properties
#

# All entries to be made immediately after the '=' and WITHOUT quotation marks. i.e. " or ""
#

Y

FHEHEHEHHHHEHEHHRHRRE
# #
# Weblogic Details #
# #

e ]

#Middleware home path. Example /home/obdxuser/Oracle/Middleware/Oracle_Home - where you have sub-directories like wlserver,oracle_common etc.

MIDDLEWARE_HOME=/home/devops/Oracle/Middleware/Oracle_Home

#JAVA home path. Example /home/obdxuser/jdk18 - where you have sub-directories like bin,jre,lib etc.
JAVA_HOME=/home/devops/jdk18

#Path where OBDX config files needs to be installed. ****DO NOT KEEP INSTALLATION_HOME AS MIDDLEWARE_HOME or any existing directory,®***
TNSTALLATION_HOME=/home/devops/obdx

#Domain name. The domain will be created by the name specified.
WLS_DOMAIN_NAME=0BDXINS

#Domain path. Example /home/obdxuser/domain.
WLS_DOMAIN_PATH=/home/devops /domain

#Domain user ID. The user id will be used to access the Weblogic Administration console.
WLS_DOMATN_ADMIN_USER-weblogic

#hame of 0BDX cluster.
WLS_CLUSTER_NAME=obdx_cluster

#Host name or IP address of managed server participating in the cluster.
WLS_CLUSTER_NODE_HOSTNAME=obdxwls. in.oracle. com

BRAmdaCaiinn mmmt  Te i b mnes tn amrare tha Admiadctmatdan cmmeala AL tha balklamio cmmieas  Famaealle met B4 {e iimad ar tln AdmiaCamins

Line: 12/202 Column: 22 Encoding: 1252 (ANSI - Lat

IMPORTANT:
e  Enter the values right after the “="sign

e DO NOT change anything to the left of the “=”

e DO NOT change any of the flag values or pre-filled values (such as WLS_JDBC_DIGX_NAME,
WLS_JDBC_DIGX_JNDI, Flag values etc) available in “Factory Shipped” section.

e Ensure there is no blank space after “=" sign, except specific flavor specific configuration.

e  Throughout this document consider UBS as UBS core banking with OBPM as payments engine.
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Only below parameters should be set in installer.properties file.

Installation

Component

Parameter

Description

Example

DB details
(for Weblogic
RCU and
OBDX
schema)

OBDX_DATABASE_HOST
NAME

Enter the hostname of the
database server which
would host the database
schema for OBDX and
Weblogic RCU

abc.xyc.com

OBDX_DATABASE_PORT

Enter the port number of
the database listener

1521

OBDX_DATABASE_SID

Enter the Oracle Service
Name for database
instance

obdxdb.in.oracle
.com

OBDX_DATABASE_SYS U
SER

Enter the username with
'sys' privileges

Sys

POST_FIX

For OBDX schema name
like "OBDX_DEV" POST
FIX is 'DEV'. SHOULD BE
IN UPPERCASE ONLY.

DEV

OBDX_DBA_DIRECTORY_
NAME

Enter the directory name in
which you want the OBDX
schema tablespace datafile
to be created. Enter Logical
name (i.e.
DIRECTORY_NAME
column) from
DBA_DIRECTORIES table
NOT the physical path.

OBDX_DIR

OBDX_AUDIT_DBA_DIREC
TORY_NAME

Enter the directory name in
which you want the OBDX
AUDIT tablespace datafile
to be created. Enter Logical
name (i.e.
DIRECTORY_NAME
column) from
DBA_DIRECTORIES table
NOT the physical path.

OBDX_AUDIT_
DIR

4-2
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Installation

Component

Parameter

Description

Example

EHMS DB
details (to be
configured
only in-case
of FLAVOR
as
UBS,FCORE
&OBPM)

EHMS_DATABASE_HOSTNAME

Enter the hostname for
EHMS database server

abc.xyz.com

EHMS_DATABASE_PORT

Enter the port number of
EHMS database
listener

1521

EHMS_SCHEMA_NAME

Enter the Complete
OBDX-EXT (B1A1)
HostInterfaceschema
name you want installer
to create as new
schema.

SHOULD BE IN
UPPERCASE ONLY.

EHMS182SCHE
MA

EHMS_DBA_DIRECTORY_NAME

Enter the directory
name in which you want
the OBDX-EXT (B1A1)
schema tablespace
datafile to be created.
Enter Logical name (i.e.
DIRECTORY_NAME
column) from
DBA_DIRECTORIES
table NOT the physical
path.

OPATCH_LOG_
DIR

EHMS_DATABASE_SYS_USER

Enter the username with
'sys' privileges

Sys

EHMS_DATABASE_SID

Enter the EHMS

obdxehms.in.ora

database Service Name | cle.com
EHMS_HOST_SCHEMA_NAME Enter the EXISTING OBDXUBS
EHMS HOST schema
name
EHMS_CCY(to be configured for | Enter the Country code | GB
UBS and OBPM HOST only) for EHMS HOME
Branch
EHMS_HB (to be configured for Enter the Branch code AT3
UBS and OBPM HOST only) for code for EHMS
HOME Branch
EHMS_FCORE_FCUBS_SCHEMA | FCORE-FCUBS FCRUBSHOST

_NAME (to be configured for
FCORE HOST only)

schema name

4-3
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Inst;

Component Parameter Description Example
MIDDLEWARE_HOME | Oracle Weblogic Middleware home | /home/obdxuser
path. Example /Oracle/Middlew

Weblogic server
details

/home/obdxuser/Oracle/Middleware
/Oracle_Home - where you have
sub-directories like
wlserver,oracle_common etc.

are/Oracle_Ho
me

JAVA _HOME Path where JAVA (JDK) is installed | /home/obdxuser
/jdk18

INSTALLATION_HOM | Path where OBDX is to be /home/obdxuser
E installed. All configuration files will /obdx

be copied as a sub-directory

“config” under this directory. DO

NOT KEEP

INSTALLATION_HOME AS

MiddlewareHome.
WLS_DOMAIN_PATH | Path where OBDX Weblogic /home/obdxuser

domain should be created. Users /domains

can now enter custom path as per
their requirements.

WLS_CLUSTER_NAM
E

Name of cluster; this cluster would
have one single managed server.

obdx_cluster

llation

WLS_CLUSTER_NOD | Host name or IP address of abc.xyz.com
E_HOSTNAME managed server participating in the
cluster. Currently only single
node is supported.
WLS_ADMIN_SERVE Weblogic AdminServer port. It is 7001
R_PORT the port to access the
administration console of the
Weblogic server. Generally port
7001 is used as the AdminServer
port. Custom port are supported.
AdminServer SSL port. It is the port | 7002
WLS ADMIN SERVE used_ to sequrely access (https) the
= = administration console of the
R_SSL_PORT )
- = Weblogic server.
WLS_NODE_PORT Node Manager Port. It is the port 5556

used by Node Manager to be
configured for OBDX domain.

4-4

ORACLE



Installation

Generally, 5556 is utilized as Node
Manager Port. Custom ports are
supported.

WLS_MS_SERVER_N
AME

Managed server name. This will be
the name of the managed server
created in the cluster followed by
indexes. eg- If this is set as ‘clip’
managed servers would be
clipl.

clip

WLS_MS_SERVER_P
ORT

Managed Server Port. Managed
server will utilize this port for
hosting OBDX components and
associated resources. Custom
ports are supported.

9001

WLS_DOMAIN_NAME

Enter Weblogic Domain name.

obdx_domainl

WLS_DOMAIN_ADMIN | Domain user ID. The user id will be | weblogic
_USER used to access the Weblogic

Administration console.
WLS_JMS_FILEUPLO | Set the paths for the persistent [/scratch/obdx/
AD_PS (to be store of the FileUpload JMS FileUpload
configured for all modules. DO NOT KEEP path as
OBDX supported INSTALLATION_HOME or as sub
HOST) directory inside

INSTALLATION_HOME.
WLS_JMS_AUDIT_PS | Setthe paths for the persistent /scratch/obdx/A
(to be configured for store of the Audit IMS modules. udit
all OBDX supported DO NOT KEEP path as
HOST) INSTALLATION_HOME or as sub

directory inside

INSTALLATION_HOME.
WLS_JMS_REPORT _
fPS (to be configured Set the paths for the persistent /scratch/obdx/R
or all OBDX
supported HOST) store of the Reports JMS modules. | eports

DO NOT KEEP path as

INSTALLATION_HOME or as sub

directory inside

INSTALLATION_HOME.
WLS_JMS_JPA_PS /scratch/obdx/J
(to be configured for PA

all OBDX supported
HOST)

Set the paths for the persistent
store of the JPA JMS modules. DO
NOT KEEP path as
INSTALLATION_HOME or as sub
directory inside
INSTALLATION_HOME.

45
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Installation

WLS_JMS_EXTSYSR | Set the paths for the persistent /scratch/obdx/R
ECEIVER_PS store of the ExtSystemReceiver eceiver
(to be configured for JMS modules. DO NOT KEEP
all OBDX supported path as INSTALLATION_HOME
HOST) or as sub directory inside
INSTALLATION_HOME.
WLS_JMS_EXTSYSSE | Set the paths for the persistent /scratch/obdx/S
NDER_PS store of the ExtSystemSender JMS | ender
(to be configured for modules. DO NOT KEEP path as
INSTALLATION_HOME or as sub
all OBDX supported directory inside
HOST) Y
INSTALLATION_HOME.
OBDX_RCU_STB_PR | STB schema name prefix. If OBDX_STB
RCU EFIX schema pre-fix is 'OBDX' then
'OBDX_STB' would be the STB
schema name.
OBDX_ADMIN_USER | Set username for OBDX application | superadmin
NAME Admin user. USERNAME IS CASE
SENSITIVE. In-case of OUD as
provider username should be the
User ID mentioned during user
creation steps mentioned in pre-
OBDX requisite document (refer To
Application create User and mapping it to the
Administrator Group section)
user details
OBDX_ADMIN_EMAIL | Enter the Email ID for OBDX superadmin@or
application admin user. acle.com
OBDX_ADMIN_CONT | Enter the mobile number for OBDX | +911234567890
ACT_NO application admin user. COUNTRY
CODE IS MUST.

Note: Apart from above any other property values should not be modified

Ensure ORACLE_HOME, JAVA_HOME variable are set and their binaries are available in PATH variable
before proceeding.

Login with OS user which was used to perform OBDX pre-requisite software installation (or has ownership
on Oracle Weblogic home directory)

Ensure OBDX Installation home and filestore path’s maintained in installer.properties exists and user
running the installer has read-write permissions.
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Installation

Installation Steps:

e  From your terminal navigate to <OBDX INSTALLER DIR>/

e  Enter the following command
Python3 runinstaller.py
Select the appropriate type of Installation

Oracle Banking Digital Expe.

e OBDX Installation: This option should be used for first-time installation or for first entity only. Existing
installation should not utilize this option unless performing “Reinstall” on already installed
environment.

e New Entity Creation: This option should be used for multi-entity installation only.
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Installation
Post selection of installation type.

Select the appropriate host system for Installation

Oracle Banking Digital Experience

Oracle FLEXCUBE Universal Banking (OBDX with UBS)

Select Installation mode

Oracle Banking Digital Experience

48 ORACLE



Installation

Mode of Installation - New Installation

New installation

In-case of a fresh installation of OBDX with appropriate host system for the first run on server.

Below screens would appear to taken end-user input

ng Digital Experience

Enter below passwords:

SYS privilege user password where OBDX schema would be created
OBDX schema password

OBDX STB schema password

Weblogic console administrator user password

SYS privilege user password where UBS host schema exists
Existing UBS HOST schema password

New OBDX EHMS schema password

Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))
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Installation

Third Party System (OBDX with THP)

Post Third Party System selection, enter the required credentials details

Enter below passwords:

e SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

e  Weblogic console administrator user password

OBDX application admin user password (In-case of OUD as provider, password should similar to one
used while user creation in OUD (or User Password field))
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Installation

Oracle FLEXCUBE Core Banking (OBDX with FCORE)

Post Oracle FLEXCUBE Core Banking, enter the required credentials details

Oracle Banking Digital Experience

Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

e  Weblogic console administrator user password

e  SYS privilege user password where FCORE host schema exists

¢ New OBDX EHMS schema password

e Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))
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Installation

Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

Enter the required credentials details

Enter below passwords:

SYS privilege user password where OBDX schema would be created
OBDX schema password

OBDX STB schema password

Weblogic console administrator user password

SYS privilege user password where OBPM host schema exists
Existing OBPM HOST schema password

New OBDX EHMS schema password

Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Mode of Installation — Reinstall

Reinstall
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Installation

In-case of an existing OBDX installation that you want to overwrite OR in case of a previously failed
installation user can opt for this option.

Pre-requisites

Weblogic domain processes should be down (i.e. AdminServer, NodeManager, Managed Servers,
Derby etc)

No open session (user should not be logged-in) with OBDX database schema (and OBDX EHMS
schema in-case of OBDX UBS;OBPM and FCORE flavor) and RCU schema.

Over-write the policies files (DayOPolicy.csv; Entitlement.csv; Resources.csv and Task.csv) from
OBDX Product zip into <OBDX INSTALLER DIR>/installables/policies directory

Key pointers

OBDX schema (and OBDX EHMS schema in-case of OBDX UBS flavor) and RCU schema would be
dropped and recreated (as per installer.properties). Tablespace would be re-used.

Weblogic domain (as per installer.properties) would be deleted and created again.

Installation Home would be cleaned up (all files/ sub-directories would be deleted) and re-created
again.

Note: All input screens are similar to new installation option and as per the host system opted.

Installation Status

After selecting the mode and entering all required details, the status is displayed (as shown below) on the
terminal to indicate the progress of the installation.
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Installation

When the installation completes, the below message is displayed

Home
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Installation using Silent Mode

5. Installation using Silent Mode

This chapter describes how to run the OBDX installer in silent mode.

What is silent-mode installation?

During installation in silent mode, the installation program reads the details for your configuration
parameters (flavor; mode; passwords etc) from the environment variables (same session in which
installer is executed) and installer.properties that you set before beginning the installation. The
installation program does not display any configuration options during the installation process.

Steps for Silent-Mode Installation

Download and extract the installer zip file (Base — non localization version).

Navigate to “<OBDX INSTALLER DIR>/core/config”

Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)
**Refer to page 9 to 14 (step 4) for filling up installer.properties.

Set the environment variables , as shown below

4/1ib/:5LD LIB
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Installation using Silent Mode

Below parameters should be set as environment variables, depending on the Host system the installer

should be executed.

Environment
variables to
set for
flavor:UBSFC
ORE

Universal Banking
14.4.0.0.0 (OBDX
with UBS)

FCORE for Oracle
FLEXCUBE Core
Banking 11.8.0.0.0
(OBDX with
FCORE)

Host Parameter Description Example
FLAVOUR Flavour for export FLAVOUR=0OBPM
installation
or
export FLAVOUR=FCORE
UBS for Oracle
FLEXCUBE

MODE

Mode of installation.

‘New’ in-case of a

fresh installation of
OBDX for the first

run on server

‘Clean’ in-case of
an existing OBDX
installation that you
want to overwrite
OR in case of a
previously failed
installation or re-
installation

export MODE=New
or
export MODE=Clean

DB_SYS_PASSWORD

Sys user password
of OBDX database
(Existing)

export
DB_SYS PASSWORD=0bdx18
2sys

SCHEMA_PASS

Password for new
schema on OBDX
database

export
SCHEMA_PASS=obdx#182

STBPassword

Password for RCU
STB schema

export
STBPassword=o0bdx182#stb

5-2
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Installation using Silent Mode

DomainPassword

Password for
Weblogic
Administrator
console

export

DomainPassword=wlsadmn

EHMS_DATABASE_SY
S_PASS

Sys user password
of EHMS HOST
database (Existing)

export

EHMS_DATABASE_SYS_PASS
=obdxehmssys

EHMS_HOST_SCHEM
A_NAME_PASS

** Only required for
UBS & OBPM Host.
Ignore this parameter
in-case of FCORE Host

Password of
existing EHMS
HOST schema
(Existing)

export

EHMS_HOST _SCHEMA_NAME
_PASS =obdxehmshost

EHMS_SCHEMA_PASS

Password for new
OBDX EHMS
schema on EHMS
HOST database

export

EHMS_SCHEMA_PASS=obdx1

82ehms

DBAuthPassword

Password for new
OBDX Administrator
user of OBDX
application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

export

DBAuthPassword=obdxadmn

Environment
variables to
set for
flavor:

FLAVOUR

Flavour for
installation

‘OBDX’ for Third
Party System 1.0
(OBDX with THP)

export FLAVOUR=0BDX

Mode

Mode of installation.

‘New’ in-case of a

fresh installation of
OBDX for the first

run on server

‘Clean’ in-case of
an existing OBDX
installation that you
want to overwrite
OR in case of a
previously failed
installation or re-
installation

export MODE=New

or

export MODE=Clean
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Installation using Silent Mode

OBDX
(Third-party
HOST)

DB_SYS_PASSWORD

Sys user password
of OBDX database
(Existing)

export DB_SYS_PASSWORD=
obdx182sys

SCHEMA_PASS

Password for new
schema on OBDX
database

export
SCHEMA_PASS=obdx#182

STBPassword

Password for RCU
STB schema

export
STBPassword=obdx#stb

DomainPassword

Password for
Weblogic
Administrator
console

export
DomainPassword=wlsadmn

DBAuthPassword

Password for new
OBDX Administrator
user of OBDX
application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

export
DBAuthPassword=obdxadmn

Run the runinstaller.py file with ‘--silent * argument along with ‘--base’ option

Installation Status

The status is displayed on the terminal to indicate the progress of the installation.
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Installation using Silent Mode

When the installation completes, the below message is displayed

Home
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Each execution creates a new directory as <DDMonthHHMM> under

Installer Verification

6. Installer Verification

<OBDX

DIR>/ExeclInstances directory where installer execution logs as described below are stored.

INSTALLER

Log Description

PATH

Summarized Installer Activity Log

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/obdx_installer.log

Summarized Database Logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/DB_installation.log

Detailed OBDX DB Logs per SQL
file

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/OBDX/*

Detailed EHMS schema Logs per
SQL file (specific to EHMS host
system only)

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
Nlogs/db/<EHMSHOST>/*

<EHMSHOST> - values such as; FCORE; OBPM;; UBS

RCU Logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obdx_stb_rcu_1600.log

Weblogic Configuration Logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obdx_wls_post.log

Detailed OBDX policy seeding
logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/Entitlement.log

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/Task.log

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/Dashboard_seed.log

Note: Check for SEVERE keyword; If found refer to

Troubleshot section to re-run the policy

Policy seeding execution Log

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
llogs/db/seedPolicies.log

Note: Should be empty if no errors during policy execution.
In-case non-empty refer to Troubleshot section to re-run the

policy

Check all the logs for any errors.
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OBDX Installer currently covers below activities:

Flavor: Third Party system (OBDX with THP)

7.Installer Scope

Installer Scope

NodeManager

Flavor Activity Detailed Activity List New Reinstall
Installation

Create Tablespace \ NA
Create Schema and \ \ (drop and re-
Role create objects)
Grants \ \

OBDX DB Setup
Load DB object (DDL's | \
and DML's)
Compile Schema \ \
Policy Seeding \ \
RCU schema and \ \ (drop and re-
Create Domain create RCU

schema’s)
Create and Configure \ \
OBDX with AdminServer, Machine,
THP Managed Server and

Cluster
Configure NodeManager | v \
Configure JDBC \ \

Weblogic Setup and

Configuration Configure DB \ \
Authenticator, IMS
servers, Persistent
stores and JMS Modules
Application Deployment | v \/
JTA V \/
Enable Production Mode | \
Start AdminServer and | V \
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Installer Scope

Flavor Activity Detailed Activity List New Reinstall
Installation
Copy config files into \ \ (Delete old
OBDX Configuration OBDX Installation Home and copy new
from installer
zip)
Flavor: Oracle FLEXCUBE Core Banking (OBDX with FCORE)
Flavor Activity Detailed Activity List New Reinstall
Installation
Create Tablespace \ NA
Create Schema and Role | v \ (drop and re-
create objects)
Grants \ \
OBDX DB Setup
Load DB object (DDL's \ \
and DML's)
Compile Schema \ \
Policy Seeding \ \
Create Tablespace \ NA
OBDX Create Schema and Role | v \ (drop atl)r)d re-
with create objects)
FCORE
EHMS DB Setup | Grants \ \
Load DB object (DDL's \ \
and DML's)
Compile Schema \ \
RCU schema and Create | \ (drop and re-
Domain create RCU
schema'’s)
Weblogic Setup Create and Configure \ \
and Configuration AdminServer, Machine,
Managed Server and
Cluster
Configure NodeManager | v \
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Installer Scope

Flavor Activity Detailed Activity List New Reinstall
Installation
Configure JDBC \ d
Configure DB
Authenticator, IMS
servers, Persistent stores
and JMS Modules \ \
Application Deployment \ \
JTA v v
Enable Production Mode | \
Start AdminServer and
NodeManager \ \
OBDX S \ (Delete old and
Configuration Copy config f|Igs into copy new from
OBDX Installation Home \ installer zip)
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Installer Scope

Flavor: Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

Flavor Activity Detailed Activity List New Reinstall
Installation
Create Tablespace \ NA
\ (drop and re-
Create Schema and Role \ create objects)
Grants \ \
OBDX DB Setup EOI\?S'SE))B object (DDL's and J J
Execute OBPM HOST
specific scripts \ \
Compile Schema \ \
Policy Seeding \ \
Create Tablespace \ NA
\ (drop and re-
Create Schema and Role \ create objects)
OBDX with
OBPM EHMS DB Setup | Grants \ \
(14.4.0.0.0
version) Load DB object (DDL's and
DML's) \ \
Compile Schema \ \
\ (drop and re-
RCU schema and Create create RCU
Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
. I
Weblogic  Setup Cluster v v
and Configuration Configure NodeManager \ \
Configure JDBC \ \
Configure DB
Authenticator, JMS servers,
Persistent stores and JMS
Modules \ l
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Installer Scope

Flavor Activity Detailed Activity List New Reinstall
Installation
Application Deployment \ \
JTA Yl l
Enable Production Mode \ \
Start AdminServer and
NodeManager \ \
OBDX \ (Delete old and
; . Copy config files into OBDX copy new from
Configuration ! . :
Installation Home \ installer zip)

Home
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Post Installation Steps

8. Post Installation Steps

Once Installation is successful and no errors are observed, proceed with below set of steps.

Login Weblogic Admin console.

ORACLE WebLogic Server Adminisiration Console 12¢

Change Center @ Home Log Out Preferences

View changes and restarts Home

Click the £ack & £dlit button to medify, add or Home Page
delete items in this domain.
Lock & Edit Information and Resources
Helpful Tools

= Configure applications

Domain Structure = Configure GridLink for RAC Data Seurce
InstallerTest = Configure a Dynamic Cluster

= Recent Task Status

Release Configuration

= Set your console preferences

= Oracle Enterprise Manager

Domain Configurations

+

I-Diagnostics Domain
« Domain

Domain Partitions

« Domain Partitions

= Partition Work Managers

How do L... =]

* Search the configuration Environment
= Use the Change Center ® Servers

= Record WLST scripts * Clusters

= Server Templates

s Channe Consale nreferenras

d Help

Q Welcome, weblogic ‘ C

G
= Common Administration Task Descriptions
= Read the documentation

ral Information

= Ask a question on My Oracle Support

Resource Group Templates Interoperability

« Resource Group Templates « WTC Servers
= Jolt Connection Pools
Resource Groups
= Resource Groups Diagnostics
* Log Files
yed Resources « Diagnostic Modules

Dep
* Built-in Diagnostic Modules
« Diagnostic Images

= Deployments

Sel * Request Performance

* Messaging

* Archives

In the left panel of the Console, Click on Deployments, A table in the right pane displays all deployed Enterprise

Applications and Application Modules.

ORACLE WebLogic Server Administration Console 12¢
Change Center @& Home Log Out Preferences ¢
View changes and restarts Home

Click the Lack & Edit button to modify, add or Home Page
delete items in this domain,

L ook & Edit Information and Resources

Release Configuration Helpful Tools

= Configure applications
Domain Structure = Configure GridLink for RAC Data Source
InstallerTest = Configure a Dynamic Cluster

+I-Domain Partitions = Recent Task Status

eployments I

~-Security Realms
tH-Interoperability
*r-Diagnostics Domain

= Set your console preferences

= Oradle Enterprise Manager

Domain Configurations

= Domain

main Partitions

« Domain Partitions

« Partition Work Managers
How do .. B

Environment

» Search the configuration

- Cominee
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General Information

= Common Administration Task Descriptions
= Read the documentation

= Ask a question on My Oracle Support

Resource Group Templates Interoperability
= Resource Group Templates * WTC Servers

= Jolt Connection Poo

Resou Groups
s Resource Groups Diagnostics

* Log Files
Deployed Resources = Diagnostic Modules

s Deployments = Built-in Diagnostic &

s Diaannstic Tmanes
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In the table, locate the oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) library to re-target and click on its

name.

Post Installation Steps

[ | Wyoracle.bijbips(11.1.1,0.1) Active Library AdminServer | Global 100
[ | wfyoracle.deonfig-infra(2.0,12.2.1) Active Library AdminServer | Global 100
() | Wpyoracle.jrf.system filter Active Library AdminServer | Global 100
[ | Wiyoraclejsp.next(12.2.1,12.2.1) Active Library AdminServer | Global 100
() | wyoracle.pwdgen(2.0,12.2.1) Active Library AdminServer | Global 100
() | Wpyoracle.sdp.client(2.0,12.2.1.3.0) Active Library AdminServer | Global 100
[ | Wpyoracle.sdp.messaging(2.0,12.2.1.3.0) Active Library adminserver | Global 100
() | wpyoracle.webcenter.composer(2.0,12.2.1) Active Library AdminServer | Global 300
() | Wy oracle.webcenter.skin(2.0,12.2.1) Active Library AdminServer | Global 300
@ '_-‘orac\e‘wsm‘mnso\e.core.viaw(l.ﬂ,lz2.1‘3) Active Library AdminServer | Global 311
I (W] 'Jorac\e‘wsm‘\dmrest.sharedl\b[l.o,lz.z‘1‘3) Active I Library AdminServer | Global 100
) | wiyoracle.wsm.seedpolicies(2.0,12.2.1.3) Active Library AdminServer | Global 100
() | @pyorailén-adfiil,11.1.1.1.0) Active Library AdminServer | Global 100
[ | Wpyowasp-esapi(2.0,12.2.1) Active Library AdminServer | Global 100
[ | @ state-management-provider-memory-rar Active | % OK ;;:;‘t‘;fe adminserver | Global 100
O | ifUIX(11,12.2.1.3.0) Active Library AdminServer | Global 100
0 | @ pwsm-pm New Eterbri=® | obax_duster | Giobal 5
Click on Lock & Edit
ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences wecord Help Q Welcome, weblogi

View changes and i Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Click the Lock & Edi button to modify, add or

Lt copcn g

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Overview | Targets | Notes

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save
Domain Structure

InstallerTest
F-Domain Partitions
%-Environment

Use this page to view and edit general configuration information about this Java EE library, such as its name, path to the source of the application, and staging mod
Deployment Order field to change the order that the library is deployed at server startup, relative to other deployments.

~Deployments
+Services Name: oracle.wsm.idmrest.sharedlib The name of this Java EE library. More Info...
i~ Security Realms
- Interoperability Scope: Global Specifies if this library is accessible within the dom;
B~ Diagnostics resource group template. More Info...
Specification 1.0 The specification version, specified from the manife
Version: deployment. More Info...
Implementation 12.21.3 The implementation version, specified from the ma
Version: during deployment. More Info...
Click on Targets Tab
ORACLE WeblLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences Record Help Q Welcome, weblo

Home >Summary of »Summary of Depl orade. idmrest.sharedlib(1.0,12.2.1.3)

View changes and restarts

No pending changes exist. Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Configuration button to allow others to edit the

domain.

Overview § Targets § Motes

Faders Teb |

Lock & Edit

Save
Release Configuration

Use this page to view and edit general configuration information about this Java EE library, such as its name, path to the source of the application, and stagir

Domain Structure Deployment Order field to change the order that the library is deploved at server startup, relative to other deployments.
InstallerTest

E+-Domain Partitions

I Name: oracle.wsm.idmrest.sharedlib The name of this Java EE library. More Infi
Environment
“Deployments . - ~
B}-Services Scope: Global Specifies if this library is accessible within th
resource group template. More Info...
~Security Realms
.ﬂilntemper.ahl\lty Spedification 1.0 The specification version, specified from the
Diagnostics Version: deployment. More Info...
Implementation 12.2.1.3 The implementation version, specified from

Version: during deployment. More Info...

Path: | home/ devapgf Ora[lg/ Midd\gwarg{‘Orade_HumEf oracle_common/ modules/ eradle. The path to thg source of the deployable un
<
o 100 20dex 100 1782 x 96D
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Post Installation Steps

In the Servers box, select Cluster if it is not already selected and click Save.

ORACLE WebLogic Server Administration Console 12¢ _

Change Center @& Home Log Out Preferences Record Help ‘ Q Welcome, wi
e s Home >Summary of Enviranment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Mo pending changes exist, Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Configuration button to allow others to edit the
domain, Overview | Targets = Motes
Lock & Edit
Save

Releaze Configuration

- Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.
Domain Structure

InstallerTest
&-Domain Partitions

i Servers
B1-Environment

—Deployments ¥ AdminServer
B Services

—-Security Realms Clusters

B Interoperability
G-Diagnostics

| obdx_cluster
*' All servers in the cluster
Part of the cluster
obdx_server1

Click on Activate Changes.

ORACLE WeblLogic Server Administration Console 12c _

Change Center @ Home Log Out Preferences 2] Record Help Q Welcome, weblngic‘ Connedt
TG E TR e Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Messages

take effect.
o Aciivate Changes

Undo All Changes

« Settings updated successfully.

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Overview Targets = Notes

Domain Structure

Save

InstallerTest S

EHDomain Partitions

B Environment Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.

t--Deployments

B-Services

b Security Realms Servers

B Interoperability .

- Dizgnostics # Adminserver

Clusters

¥ obdx_cluster
) All servers in the cluster
Part of the cluster

Click on Home Tab

ORACLE WebLogic Server Administration Cansole 12¢

Change Center

Log Out Preferences Record Help Q

HB Bmmary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary of Services >Summz
JDBC Data Sources >WILSSchemaDataSource

Click the Lock & Edit button to modify, add or Messages
delete items in this domain.

View changes and restarts

o All changes have been activated. No restarts are necessary.
Lock & Edit

T T BT Settings for WLSSchemaDataSource

Configuration | Targets | Monitoring Control Security ~ Notes
Domain Structure

InstallerTest
B-Domain Partitions
E-Environment
;‘"Dep\uyments
B-Services
L"Se(urit\d Realms
E-Interoperability
H+-Diagnostics

Click the Lock & Edit button in the Change Center to modify the settings on this pags.

Save

This page allows you to select the servers or dusters on which you would like to deploy this JDBC data source.

Servers

“ AdminServer

Clusters

< ohdx_cluster
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Post Installation Steps

In the left panel of the Console, Click on Services,

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

Click the Lock & Edit button to modify, add or

delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
InstallerTest
#--Domain Partitions
BF-Envirenment

+}- Interoperability
** Diagnostics

m Home Log Out Preferences

Home >Summary of
Messages

Overview

Q

>oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Record Help |

of Depl

o All changes have been activated. No restarts are necessary.

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Targets Motes

Click the £ ock & Fdit button in the Change Center to modify the settings on this page.

Save

Use this page to select the WeblLogic Server instances and clusters to which you want to deploy (target) the Java EE library

Servers

“ AdminServer

Clusters

Click on Data Sources

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edif button to modify, add or
delete items in this domain.

@ Home Log Out Preferences Record Help

< obdx_cluster

Q

Welcome, weblogic | |

Home >Summary of Environment > Summary of Deployments »oracle.wsm.idmrest.sharediib(1.0,12.2.1.3) >Summary of Services

Summary of Services

Lock & Edit Use these sections of the Administration Console to configure WebLogic Server services.
Release Configuration ion Description
. WebLogic JMS is an enterprise-class messaging system that fully supperts the JMS specification, and which also provides numerous extensions that g
Domain Structure Messagin standard IMS APIs. It is tightly integrated into the WebLogic Server platform, allowing you to build highly secure Java EE applications that can be eas
InstzllerTest aing inistered through the WebLogic Server console. In addition to fully supporting XA transactions, WebLogic JMS also features high availability throu
- SENICE migration features while also providing seamless interoperability with other versions of Webloglc Server and third-party messaging vendors.
BH-Domain Partitions T
:*:""Environmgnt Data Data sources enable you to configure database connectivity in your WebLogic domain. Data sources provide database connection pooling and connec
—Deployments Sources data sources provide load balancing and failover between data sources, which can be connected to different backend resources.
T"'Serviues Persstent | persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be either a JDBC-accessible database ¢
~Security Realms Stores
B-Interoperability Foreign A foreign JNDI provider represents a JNDI tree that resides outside of 2 WebLogic Server environment. This could be a JNDI tree in a different server
-qrnmgmsﬁ(s JNDI an external Java program. By setting up a foreign JNDI provider you can lookup and use a remote object with the same ease as using an object bour
Providers | server instance.
Work Wwork Contexts allow developers to define properties which implicitly flow across remote requests and allow downstream components to work in the ¢
Contexts client.
XML The XML Registry is a facility for configuring and administering the XML resources of an instance of WebLogic Server. XML resources in WebLogic Ser,
Registries | used by an application to parse XML data, the transformer used by an application to transform XML data, external entity resolution, and caching of ex
XML Entity | XML Entity Caches store external entities that are referenced with a URL or a pathname relative to the main directory of the EAR archive. Caching ext

Locate WLSSchemaDataSource to change target ,click on its name

~Deployments
~Services
~Security Realms
“Interoperability
H-Diagnostics

How do L. ]

Create JDBC generic data sources
Create JDBC GridLink data sources
Create JDBC multi data sources

Create UCP data sources

Create Proxy data sources

System Status El
Health of Running Servers as of 7:08 AM

I Failedi0)
T critical (0)
[ overloaded (0)
I waming (0)
N oK (1)

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate ll the buttons on this page.

New ~ | [Delete Showing 1to 9 of 9 Previc
Name & Type JNDI Name Targets
BATCH Generic BATCH obdx_cluster
DIGX Generic DIGX obdx_cluster
LocalSvcThlDataSeurce Generic Jjdbe/LocalSvcThlDataSeurce AdminServer
mds-owsm Generic jdbe/mdsfowsm AdminServer, obdx_cluster
NONXA Generic NOMNXA obdx_cluster
opss-audit-DBDS Generic jdbe/AuditAppendDataSource AdminServer, obdx_duster
opss-audit-viewDs Generic jdbc/AuditViewDataSource Adminserver, obdx_cluster
opss-data-source Generic jdbe/OpssDataSource AdminServer, obdx_custer
| | viisschemaDatzsourca 1 Genenc dbe/wiLSSchemaDataSource

New ~

Delete

Showing 1to 9 of 9 Previc
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Click on Targets Tab

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
InstallerTest
BF-pomain Partitions

+-Interoperability
B-Diagnostics

Click on Lock & Edit

@ Home Log Out Preferences [#] Record Help Q|
Home >Summary of >Summary of Depl >orade. i t sharedib{1.0,1
for WLSSC e
Configuration | Targets JMonitoring = Control  Security = Notes
] ‘General = Connection T!,g',,s_hb ONS | Transaction Diagnostics = Identity Options

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

Post Installation Steps

1.3) >Summary of Services »>Summary of JDBC D,

Applications get a database connection from a data source by looking up the data source on the Java Naming and Directory Interface (JNI

data source provides the to the

from its pool of datab;
This page enables you to define general configuration options for this JDBC data source.

ORACLE weblLogic Server Administration Console 12¢

Change Center

View changes and restarts

Ciick the Lock & Egit button to modify, add or
okt e oot

Name: WLSSchemaDataSource
Datasource Type: GENERIC

Scope: Global

@ Home Log Out Preferences [ record Help Q

Home >Summary of

>Summary of Deploy >oracle.wsm.idmrest.sh

A unique name that iden
domain. More Info...

The data source type. Vi

The scope in which the ¢

_

dlib(1.0,12.2.1.3)
Sellings [or WLSSchemaDalaSource

I | Lock & Edit |

Release Configuration

Domain Structure
InstallerTest
#-Domain Partitions
B-Environment

i~ Deployments

H-Diagnostics

In the Servers Box, select AdminServer & OBDX Cluster and Click on Save

Configuration | Targets Monitoring | Control | Securty = Notes

Click the Lock & Fdit button In the Change Center to modify the settings on this page.

[Save]

y of Services >Summary

This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.

Servers

AdminServer

Clusters

obdx_cluster
All servers in the cluster
Part of the cluster
obdx_serverl
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Post Installation Steps

ORACLE WeblLogic Server Administration Console 12¢

Change Center ﬁ Home Log Out Preferences Record Help Q
Home >Summary of Environment >Summary of Deployments >orade.wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary
View changes and restarts IDBC Data Sources >WLSSchemaDataSource

No pending changes exist. Click the Release .
Configuration button to allow others to edit the Settings for WLSSchemaDataSource

domain.
Configuration = Targets | Monitoring Control =~ Security | Notes
Lock & Edit
Release Configuration | Save

Domain Structure This page allows you to select the servers or clusters on which you would like to deploy this JDBC data sow
InstallerTest

$'Domain Partitions

#H-Environment Servers

t--Deployments

E-Services ¥ AdminServer

t=Security Realms

E-Interoperability Clusters
#-Diagnostics

[¥] obdx_cluster
'® All servers in the cluster
Part of the cluster
' obdx_serverl
____________________________________________________ e
Click on Activate Changes

ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences [2] Record Help Q Wele(
reaie Ay rts Eisglncesi:rggbarrésuf)mwmnmzr:'t‘:;:glgzr:rgilleplwmems orade.wsm.idmrest.sharedlib{1.0,12.2.1.3) >Summary of Services >Summary of JDBC Data Sou

Pending changes exist. They must be activated Messages
o

& Settings updated successfully.
| o Activate Changes |

. Undo All Changes | Settings for WLSSchemaDataSource

Configuration | Targets | Monitoring | Control = Security | Motes
Domain Structure

InstallerTest Save
:ﬂ Domain Partitions
%’ Environment This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.
{~"Deployments

:ﬂ Services
Security Realms
- Interoperability
B Diagnostics

Servers

¥ Adminserver

Clusters

¥ obdx_cluster
'® All servers in the cluster
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Outbound credential mappings

Login Weblogic Admin Console. Click on Deployments.

Change Center
View changes and restarts

Click the Lock & £dit button to modify, add er
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
BDX_INS_TEST
F-Domain Partitions
EF-Environment
~Deployments
B-Services
—Security Realms.
B-Interoperability
F-Diagnestics

How do L. ]

= Search the configuration
= Use the Change Center

= Rarned WIST crrinte

@ Home Log Out Preferences Record Help

>com.ofss.digx.app.connector >Roles >com.ofss.dig

of

Home >Summary of D
D >com.ofs:

Home Page
Information and Resources

Helpful Tools

= Configure applications
= Configure GridLink for RAC Data Source -
= Configure a Dynamic Cluster
= Recent Task Status

General Information

Read the documentation

= Set your console preferences
= Orade Enterprise Manager

Domain Configurations

Domain Resource Group Templates

« Domain « Resaurce Group Templates

Domain Partitions Resource Groups

* Domain Partitions * Resource Groups

+ Partition Work Managers

Deployed Resources

Environment + Deployments

* Servers

= Cemmen Administration Task Descriptions

= Ask a question on My Oracle Support

Click on com.ofss.digx.app.connector > com.ofss.digx.connector.rar

Post Installation Steps

Welcome, weblogic | Connected to: OB

nnector.rar >Summary of Deployments >com.ofss.dig.connector.rar >Roles >Summary of

Interoperab
- WTC Servers

« Jolt Connection Pools

Diagnostics

+ Log Files

- Diagnostic Modules

+ Built-in Diagnestic Modules
+ Diagnostic Images

= "
W 0 307.0racie. domain.webapp.Datk-bundie( L0, 12.2.1. 3.0 S ATV
i arning (0} O Active Library TnstallerTest | Global 100
/I Ok (2) :
adf.oracle.domain.webapp.quava(1.0,12.2.1.3.0; i AdminServer,
O | iy pp-guaval ) Active Library netallorress | Global 100
adf.oracle.domain.webapp.xml-apis-ext(1.0,12.2.1.3.0) - AdminServer,
O | iy Active Library TnstallerTest | Global 100
m s Enterprise
O | @ ppAudiMDeEaR Adive |¢ OK Application | INstallerTest | Global 100
® ] Enterprise
[ | & ppBatchResourceadapter Adtive | OK |y | InstallerTest | Global 100
7 coherence-transaction-rar i Resource | AdminServer,
U@ Acve | S OK | pgapter | TnstallerTest | 02! 100
= . Enterprise
| © Fpcom.ofss.digx.app.connector Active | 0K | SISRIES | InstallerTest. | Global 100
lodules
@cum‘ofss‘d\ﬂx‘wnne:lur.rar Resource
Adapter
1 EJBs
None to display
= Web Services
None to display
_ 5 Web AdminServer,
o | DMS Application (12.2.1.1.0) Adtive (% OK |\l on | Tsitertect” | GIob2! 5
. ] Enterprise
O | Ergem Acive |9 0K Application | Adminserver | Global 400
) | upyemagentsdkimplpriv_jar(12.4,12.1.0.4.0) Adtive Library | AdminServer | Global 100

Click on Security Tab > Outbound Credential Mappings

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edi button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OBDX_INS_TEST
#H-Domain Partitions
B-Environment
Deployments
-Services
~Security Realms
B Interaperability
[-Diagnostics

@ Home Log Out Preferences Record Help Q

| Connected

Welcome, weblogi

Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles »Summary of Deployments com.ofss.digx.connector.rar >Summary of Environment > Summary of
D >com.ofss.d ofss.di o

nector >Summary of D >

Settings for com.ofss.digx.connector.rar

Overview | Configuration Control | Testing | Monitoring

This page displays basic information abeut this resource adapter.

Name: com.ofss. digx.connector.rar

Source Path: Jupload/com.ofss.dig:

pp.connector/app/com.ofss.digx.app

The name of this application deployment.

onnector.ear
Server.

More Info.

The path to the source of the deployable unit on the Ac

Mare Info...
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Click on New

Post Installation Steps

ORACLE WebLogic Server
Change Center

Vview changes and restarts

Click the Lock & £di button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Administration Console 12c

Q Welcome, weblogic ‘ Connected to: OBDX_INE
Home Summary of Deployments >com.ofss.digx.connector.rar >Roles >Summary of Deployments > com.ofss.digx.connector.rar >Summary of Environment >Summary of
Degh its > fs.d nnector >5ummary of Depl ts > ofss.die o

@ Home Log Out Preferences

Record Help

Settings for com.ofss.digx.connector.rar

Overview  Configuration | Security | Control | Testing | Monitoring

Roles  Policies = Outbound Credential Mappings = Inbound Principal Mappings

Domain Structure
BDX_INS_TEST
+-Domain Partitions
B3 Environment
~Deployments
B-Services
—Security Realms
- Interoperability
+-Dizgnostics

Principals

Outbound credentizl mappings let you map WebLogic Server usernames to usernames in the Enterprise Information System (EIS) to which you want to connect using a resource adapt¢

You can use default outbound credential mappings for all outbound connection pools in the resource adapter, or spedify particular outhound credential mappings for individual connectic
pools. This page contains the table of outbound credential mappings for this resource adapter.

b Customize this table
uthound Credential Mappings
New ||| Delete Showing 0to @ of 0 Previous | N
| WLS User & EIS User ©Outbound Connection Pool
There are no items to display
| New | [Delete

Showing 0 to 0 of 0 Previous | N

Select ra/DIGXConnectorAES > Next

View changes and restarts

Click the Lock & £dit button to modify, 2dd or
delete items in this domain.

Lock & Edit

Release Configuration

Home > Summary of Deployments com.ofss.digx.connector.rar >Roles >Summary o

com.of:
Deployments »com.ofss. digx.app.connector »Summary of Deployments > com.ofss.digx.connector.rar

di

nnector.rar >Summary of >Summary of
Create a New Security Credential Mapping

Back | | Next ‘F\msr\ |Can:5\

Domain Structure
BDX_INS_TEST
+-Domain Partitions
H-Environment
—Deployments
B-Services
—Security Realms
“Interoperability
HDiagnostics

Outbound Connection Pool

Which Outbound Connection Pool would you like the credential map to be associated with? Selecting Resouree Adapter Default will configure the credential mapping for ll Outbound
Connection Pools in this resource adapter. Each Outbound Connection Pool can then configurs themselves to overrids these credentials.

{ Customize this table
Create a New Security Credential Map Entry for:

Showing 1 to 10 of 11 Previous

Qutbound Connection Pool &

r3/DIGXCONNECtorAES

r3/DIGXCONNECtorAPNS

r2/DIGXConnectorBIREPORTS
13/DIGXConnectorFCM

How do L..

Create outbound credential mappings

13/DIGXConnectorFILEUPLOAD

13/DIGXConnectorGENERICREST

13/DIGXConnectorIPM_OBDX_BU

System Status

Health of Running Servers as of 10:57 AM

r3/DIGXConnectorIPM_OBDX_BUL

13/DIGXConnector]WTOKEN

13/DIGXConnectorMERCHANT

Select “Default User” > Next

View changes and restarts

Click the Lock & £dt button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Home >Summary of Deployments >com.ofss.digx.connector.rar »Roles »Summ
D ‘>com,ofss.di nn

>com.ofss.dig
ctor >Summary of

ary of nnector.rar >Summary of
g

>5ummary of
of:

Create a New Security Credential Mapping

Back | | Next |F\msh ‘ Cancel

Domain Structure
BDX_INS_TEST
F-Domain Partitions
&-Environment
~Deployments
F-Services
~-Security Realms
&r-Interoperability
+-Diagnostics

WebLogic Server User

Select the WebLogic Server user that you would like to map an EIS user to. Selecting 'User for creating initizl connections' will configure the user that will be used for creating
connections when the resource adapter is first started. Selecting ‘Default User’ will configure the user that will be used 2s the default for any authenticated WebLogic Server 1
does not have a credential mapping specifically for them. Selecting 'User for unauthenticated user’ will configure the user that will be used for an unauthenticated WebLogic §
you select ‘Configured User’ you must type in the WebLogic Server user that you are configuring. This user must be a configured WebLogic Server user.

User for creating initial connections

Unauthenticated WLS User
Configured User Name

Weblogic Server User Name:

Back  Next | Finish ‘ Cancel

How do L. &
+ Create outbound credential mappings
System Status =

Health of Running Servers as of 10:5% AM
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Post Installation Steps

Enter “EIS User Name” should be set to AES_KEY

Enter “EIS Password” . Password should be any 16 characters.

ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences cord Help ‘ Q Welcome, webl
View changes and s Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles

Click the Lock & Edtfburt_on to modify, add or

Create a New Security Credential Mapping
delete items in this domain.

Lock & Edit Back | | Nexi ‘lesh |Cancel

Release Configuration EIS User Name and Password

- — Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
omain Structure
* Indicates required fields
OBDX_INS_TEST
H-Domain Partitions

Enter the EIS User Name:
i~ Deployments

| . |
BH-Services EIS User Name:

:TF']nteruperab\Iity Enter the EIS Password:
E-Diagnostics

* EIS Password:

* Confirm Password::

Back | | Next ‘Fmisn |Cancel
How do L.. =]

»_Create outbound credential maobinas

Click ‘Finish’

Back | | Next Cancel

EIS User Name and Password

Configure the EIS User Mame and Password that you would like to map the WebLogic Server User to:
= Indicates required fields
Enter the EIS User Name:

* EIS User Name: AES_KEY

Enter the EIS Password:

+ EIS Password:

* Confirm Password::

Back | | Mext |F\msh |Cam:e|

Check AES_KEY mapping is created successfully.

[ Customize this table

Outbound Credential Mappings

New | | Delete

WLS User & EIS User

‘Outbound Connection Pool
Default

AES_KEY ra/DIGXConnectorAES
New | | Delete
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Post Installation Steps

Apply JRF Template

To apply JRF template follow below steps.

e  To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console
using the following URL:

http://<hostname>:<admin_port>/em

Note:
1) EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.

2) If EM console URL is giving error then please refer below troubleshooting page

SIGN INTO

Domain Domain_OBOX201UBS
* User Name
* Password

Login ta Partibon

ORACLE"

o Enter Weblogic administrator username and password (same used for Weblogic administrator
console login)

SIGN IN TO

Domain  Domain_OBDX201UBS
* User Name  wablogic
* Password | see]

9 Login ta Partiton

Signin

ORACLE
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e Click on Sign In

ORALCLE Enterprise Manager Fusion Middleware Control 12¢

— obdx_domain ©

£ WebLogic Domain +

Servers hist "
Administration Server
Name AdminServer
1w Host
Listen Port 9001
SSL Listen Port 8002
Clusters
Servers
» Create Delete
Unknown Yew'y ¢ 2
Name
Deployments AdminServer(admin) 4
OBDX_Ms1 3
»
1w

Columns Hidden 34
v

Control w

obdxwis.in.oracle.com

5

Status  Cluster

e  Click on the Managed Server (as highlighted below)

Servers
View w Create Delete Control w =3
Name Status Cluster

AdminServer(admin)

+
H

obdx_cluster

Machine

Host1

Machine State
Running
Host1 Shutdown
State
Running
Shutdown

Post Installation Steps

- webLogic Domain ¥ weblogic v

jv EA v |AutoRefresh oOff v
May 12, 2020 9:35:41 AM GMT 4)
< CF
Health Listen Port Usage (
OK 9001 0
Unknown 9003  Unavailat
»
Servers 20f2
Health Listen Port
OK 9001
Unknown 9003

Note : Depending on installer.properties, Managed server will differ from above screenshot.

ORACI_G Enterprise Manager Fusion Middieware Control 12¢

== ¥ 0BDX_MS10

=

I WebLogic Server startUp [l ShutDown

@ Information

¥ Weblogic Doman v weblogic v

v Edv AduoRefresh on v

May 12, 2020 9:39:01 AM GMT 0

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable these features.
The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Monitoring

General
Version 122140
Metrics are unavailable. Apply
the JRF Template. State  Shutdown
Server Type Configured
Cluster obdx_cluster
Pepicymennts CPU Usage (%) Unavaiable
< Heap Usage (MB) Unavaiiable
Deployments Java Vendor Unavaiable
Java Version  Unavailable
Most Requested Serviets and JSPs
v Active Sessions Unavailable

8-11

Response and Load

00:25AM  09:27
May 12 2020
«
| ]

09:29

09:31

09:33 09:35 09:37 09:39

M Requests (per minute) 7
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e  Click on “Lock and Edit” option (as shown in screenshot).

ORACLE’ Enterprise Manager Fusion Middleware Control 12¢

. ¥ oBDX_MS1 0

- Weblogic Server v ) StartUp ] Shut Down

@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the

Post Installation Steps

T Weblogic Domain ¥ weblogic v +==

m &4 v | AutoRefresh Off v

Edit Sessions GHT 0
Lock & Edit
features.

The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classp.

Apply JRF Template

@ Information

Certain functionality on this page Is available only when you own the edit session lock. To obtain the lock, click “Lock and Edit" in the Change Center menu.

Monitoring General

Metrics are unavailable. Apply
the JRF Template.

Cluster

Deployments

CPU Usage (%)

Heap Usage (MB)

Deployments

Java Version

Most Requested Servlets and JSPs

v Active Sessions

Version
State

Server Type

Java Vendor

122140
Shutdown
Configured
obdx_cluster

Unav;

e
Unavailable
Unavailable

Unavailable

Unavailable

Response and Load

09:26AM _ 09:28
May 12 2020

W Request Processing Time (ms)

You will see below screen stating the edit session confirmation

ORACLE’ Enterprise Manager Fusion Middieware Control 12¢

¥ 0BDX_MS1 0

I Wevlogic Server v ) startUp [ ShutDown

@ Confirmation
The edit session lock has been acquired. No pending changes exist.

(@ Information

09:30

09:32

View Restart Checkiist
Preferences

Help

09:34 09:36 09:38 09:40

I Requests (per minute)

1% Weblogic Domain v weblogic v

AutoRefresh Off v
May 12, 20209:39:01 AM GHT 4)

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable these features.

The cluster must be restarted for this operation to complete. Note that the JRF template includes appl

jon deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template
Monttoring General Response and Load .
Version 122140
Metrics are unavailable. Apply
the JRF Template State  Shutdown
Server Type  Configured
Cluster 0bdx_cluster
Deployments CPU Usage (%) Unavailable
1 Heap Usage (MB) Unavaiable
Deployments Java Vendor  Unavailable
Java Version Unavailable
09:27 AM 09:29 09:31 09:33 09:35 0937 09:39 09:41
May 122020
Most Requested Serviets and JSPs
‘ B
b Antivee Camminne | Inavaidahin i = %
H “ ” H .
e  Click on “Apply JRF Template” option (as shown in screenshot).
ORACL_€E Enterprise Manager rusion Middiswars Control 12 F5 webLogic Domain = webiogic =
f— & 0oBDX_MsS1 © B ~ EAw |AustoReresn off v

B, went ogic Server v b startup [l shut Down

@ Confirmation
The edit session lock has been acquired. No pending changes

@ Information

Key Enterprise Manager features such as monitoring, security and logging are not aval
The cluster must be re: or this operation to complete. Note that the JRF templai
Apply JRF
Monitoring Ganersi
Version
Metrics are unavailable. Apply
the JRF Templato. state
Server Type
Cluster

Deployments CPU Usage (%)

Heap Usage (MB)
Deployments Java Vendor

Java Version

ble becat
includes

pplication deployments, startup and

122.1.40
Shutdown

Configured

obdx_cluster
Unavailable
Unavailable

Unavailablo

Unavailabla
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e the Java Required Files (JRF) template has not been appll

way 12, 2020 9:39:01 A 1 )

d to the cluster. You can apply the JRF template now to enable these features.

shutdown classes, 35 well 35 changes to the system classpath.
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Post Installation Steps

Is JRF successfully applied, you will get below Confirmation.

ORACLE Enterprise Manager Fusion Mddiewars Control 12¢

# WebLogic Domain v weblogic v

== & 0BDX_MS1 0

I WebLogic Server v Start Up Shut Down May 12, 2020 9:43:25 AM GMT )
@ Confirmation &
The JRF Template has been successfully applied to cluster obdx_cluster. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pending changes.
After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Manager Refresh button (next to the Page Refreshed
timestamp) to display the most recent information.
H “ H ” o H
e  Click on “Activates Changes” option (as shown in screenshot).
ORACL € Enterprise Manager fusion Msidiawara Conirol 12 B wenlogic Domain v | webiogic
= 4 OBDX_MS1 © m =] uto Refresn ot
B WebLogic Server + startup Shut Down =l ETETE EUES]
]
Wiew Change List
Monitoring General Response and Load Activate Changes
Deployments
CPU Usage (%) Unavadable
Most Requested Serviets and JSPs
- Request Processing Time {ms)  Lnavadable Tat
~ Requssts (oar minutel | Inauadanie EJBs -
ORACLE Enterprise Manager Fuson Madiewsre Control 12 RS WebLogic Domain v weblogic v

i 4 0oBDX_MS1 O (=28
I, webtogic Server « Start Up Shut Down
@ Confirmation

All changes have been activated. The edit session lock has been released.

@ Information

=
Certain functionallty on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and EdIt” in the Change Center menu.
Monitorin,
9 General Response and Load
Version
state
Matrics Unavallable
Server Type
Clust
Deployments
ploy! CPU Usage (%) LU
Heap Usage (MB) U
o  Usage (MB)
Deployments Java Vendor L
Java version  Unavaiiabie
5 3 ; 1
Most Requested Serviets and JSPs
Active Sessions  Unavaiabic = -
Request Processing Time (ms)  Unavaiable

Configuring the Connector Credential Store

This step is required to setup the encryption key required for encryption of certain sensitive data within the OBDX
application.

For more information, refer the Oracle Banking Digital Experience Connector Credential Store Guide.pdf

Functionality / Module OutBound Connection Pool Name

VAM ra/DIGXConnectorOBVAM
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Post Installation Steps

Configure User Lockout attributes in Weblogic

The User Lockout attributes in Weblogic under Home>Security Realms>myrealm need to be in sync with
the Password Policy Maintained in LDAP or DBAuthenticator.In case of DBAuthenticator it has to be in
sync with Password Policy Maintenance in OBDX.

Check for below values & change accordingly.

1]Lockout Threshold : It should be equal to Invalid attempts of Password Policy Maintenance.

2]Lockout Duration : It should be equal to property under prop_id "USER_LOCK_PERIOD" maintained in
DIGX_FW_CONFIG_ALL_B table.

In case of OUD or other LDAP it needs to be sync with the Password Policy configured in LDAP. For e.g.:
Refer to below values configured in OUD.

Lockout and History

Lockout Failure Count 5=
Password Lockout Duration 203 days v
Lockout Soft Failure Count n-

Once the values are available, make appropriate change in respective highlighted configuration.

ORACLE' webLogic Sorver Agnstatoncorso 12

Change Center @ Home Log Out Freferences cord Help Q Welcome, weblogic Connected Lo: obdx_domain
R S, S Hame >Summary of Sarvers >Summary of Security Realis >myreaim
Click the £ook & £t button te modify, add or Settings for myrealm
elete tzms in thvs domain.
— Configuration | Users and Grougs | Roles and Polioes | Credential Mappings | Providers  Migration
Lock & Eait
e General | RDBMS Security Stove | User Lockout | Performante

Domaln Structure Cick the Lack & Falitburton i the Change Center to modify the sefrings on this page.
obdbe_domain Save

[#-Domain Partitons

Password quessing is a comman type of security attack. In this type of attack, a hacker attempts t log in to a eomputer using various combinations of usemames and passwords. Weblagic Server providas a set of attributes
1o protect user accounts from intruders. This page allows us to define how user lockouts will be handied in this secueiy realm

# 8 Lockout Enabled

Specifies whether the server lorks users out when there: are invalid login attempts on
their account. More Info.

- Diagnostics

}45 Lockout Threshold

imalid login attempts that can ecour before 2

15| Lockout Duration:

30 The number of minures that  user's account s locked out.  More Info..

How do L. S| 4 Lockout Reset Duration: 5 The number of minutes wits
E account to be locked out. M

be locked

onsecutive invalid |ogin attempts cause 3 usar's

» Set user lockout attributes

* Unlock user accounts 5] Lockout Cache Size: ds that the ser

The masimum number of invalid rver can place in &
cathe.” More Infc..
SracpSuas FI1 48 Lockout 6€ Threshold: 400 The masimum number of invalid login records that the serves keeps in memory.  More
Health of Running Servers as of 9:49 AM [nfo...
Save

Click the Lack & Faitbutton in the Change Center to mordfy the settings on this page.

Gverkaaried (0)

Save and Activate Changes

Restart AdminServer
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Post Installation Steps

OBDX Application logging

To enable OBDX activation logging make below change to logging.xml present at
${domain.home}/config/fmwconfig/servers/${ManagedServer}.

Open logging.xml and make a new entry under <log_handlers> tag using below code template:

<log_handler name='obdx-handler' level='<LOGLEVEL>"'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>

<property name="path’ value='<path for OBDX log>/<OBDX log filename>' />

<property name="maxFileSize' value='<The maximum size in bytes for each log file>' />
<property name="maxLogSize' value='<The maximum size in bytes for the entire log>' />
<property name="encoding' value='<encoding>' />

<property name='useThreadName' value="true' />

<property name='supplementalAttributes' value="<supplementalAttributes>' />

</log_handler>

Below is a sample implementation for log_handlers file.

<log_handler name='obdx-handler' level="ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name="path’' value="${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />
<property name="maxFileSize' value='10485760" />
<property name="maxLogSize' value='104857600' />
<property name='encoding' value="UTF-8' />

<property name="useThreadName' value='"true' />

815 ORACLE



Post Installation Steps
<property name='supplementalAttributes'
value='J2EE_APP.name,J2EE_MODULE.name,WEBSERVICE.name, WEBSERVICE_PORT.name,com
posite_instance_id,component_instance_id,composite_name,component_name' />

</log_handler>

/domain/OBDX_INS_TEST/config/f

nfig/servers/OBDX_INS1 - o x

s-handler' level='ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
path' value='${domain.home}/servers/${weblogic.Name}/logs/obdx.log" />

<property name='maxFileSize' value='104&5760' />

<property name='maxLogSize' value='l04857600' />

<property name='encoding' value='UTF-8' />

<property name='useThreadName' walue='true' />

<propertyname='supplementalAttributes' value='J2EE APP.name,J2EE MODULE.name, WEBSERVICE.name, WEBSERVICE PORT.name, composite_instance id,component
instance id,composite name, component name' />

Add loggers under <loggers> tag using below template:

<logger name="'com.ofss' level="ERROR' useParentHandlers="false'>
<handler name='obdx-handler' />

</logger>

<logger name="#BANKCODE#.com.ofss' level="ERROR' useParentHandlers="false">
<handler name='obdx-handler' />

</logger>

Note: Replace the #BANKCODE# with bank code.

Below is a sample implementation for loggers file

<logger name="'com.ofss' level="ERROR' useParentHandlers='false'>
<handler name="obdx-handler' />
</logger>
<logger name='000.com.ofss' level="ERROR' useParentHandlers="false'>
<handler name="obdx-handler' />

</logger>
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Post Installation Steps

P Dobdw

/domain/OBDX_INS_TEST/config/fmwconfig/servers/OBDX_INS1 - a X

name='com.ofss' level='ERRCR' useParentHandlers='false'>
<handler name='ofss-handler' />
</logger>
<logger name='000.com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />
</logger>

Eclipselink logging

To modify eclipselink logging make changes
INF\persistence.xml using below link :

n <INSTALLATION_HOME>\config\META-

https://wiki.eclipse.org/EclipseLink/Examples/JPA/Logging

B Dobdiwls- fobdy/config/META-INF O ®

£P @obdus~/obex/config/META-INF - O x

Change logging level during runtime

To change OBDX application logging level at runtime (when OBDX application is up and running) do following steps.

To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console using the
following URL:

http://<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.
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SIGN IN TO

Post Installation Steps

Domain  Domain_chdx_domain

Login to Partition

e Click on OBDX_MS1

Note : Depending on installer.properties, Managed server will differ from above screenshot.

ORACL_E Enterprise Manager rusion Middieware Control 12

F obdx_domain ©
{5 WebLogic Domain v

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click “Lock and Edit" in the Change Center menu.

Servers

o

Clusters

®-

Deployments

®-

v

Administration Server
Name
Host
Listen Port
SSL Listen Port

Servers
View v Create Delete
Name

AdminServer(admin)

OBDX_MS1

Columns Hidden 34

AdminServer

obdxwis in.oracle.com
9001

9002

Contol v E§

Status  Cluster Machine
*
+ obdx_cluster Hostt

State

Running

Running

oK.
oK

e InWeblogic Domain menu click on Logs -> Logs Configurations

5 WebLogic Domain v weblagic v

Qv v AuoRefresh OF v

May 12, 2020 9:56:13 AM GMT 4)

Heap
CPU
Listen Port Usage
Usa,
ge (%) (MB)
9001 058 65450

9003  Unavailable  Unavailable

Servers 20f2

e  Select the logger and change the logging level and then click on apply.
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ORACLE Enterprise Manager Fusion i Control 12¢

m= 4 obdx-server 0
== [L, webLogic Server v Start Up Shut Down

/Domain_base_domainfbase_domain/obdsx-server » L

View Runtime Loggers v
Search  All Categories v o,
Logger Name ‘L)S::E(ﬂ'jf’i‘;‘slgﬁ Logging Log File Persistent Log Level State
4 Root Logger ERROR 1 (SEVERE) v ofss-handler ERROR:1
» 000 ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
4 08 ERROR:1 (SEVERE) [Inherted fi ¥ ofss-handier
» 08.com.ofss ERROR:1(SEVERE) ¥ ofss-handler ERROR:1
ExampleApplication-Encoder ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
LifeCycle ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
Security ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
Servicel oader ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handier
» com ERROR:1(SEVERE) [Inherited fi ¥ ofss-handler
global ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
» o ERROR:1 (SEVERE) [Inherited fi v  ofss-handler
b javax ERROR:1 (SEVERE) [Inherited fi v ofss-handier
b jersey ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handier
» jmxfmwe ERROR:1(SEVERE) [Inherited fi ¥ ofss-handler
b oracle NOTIFICATION:1 (INFO) v ofss-handler NOTIFICATION:1
» org ERROR:1 (SEVERE) [Inherited fi v ofss-handler

Note : Logger name should be defined in logging.xml.
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Oracle FLEXCUBE Universal Banking (OBDX with UBS)

If during installer execution Oracle FLEXCUBE Universal Banking (OBDX with UBS) is selected, then
below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBDX domain created using installer) and Browse to Summary
of JMS Modules > UBSSystemModule (as shown below)

Summary of JM5 Modules

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection factories, templates, destination keys, quota, distribu
configure and manage JMS system modules as global system resources,

This page summarizes the JMS system modules that have been created for this domain.

| Customize this table
JMS Modules (Filtered - More Columns Exist)
Click the Loeck & Fdit button in the Change Center to activate all the buttons on this page.

Mew | | Delele

HName & Type

AuditIMs JMSSystemResource

FileUploadIMS JMSSystemResource

ReportsJMSMedule JMSSystemResource

UBSSystemModule JMSSystemResource
New | | Deleie

Settings for UBSSystemModule

Configuration | Subdeployments | Targets | Security | Motes

This age displays general information about 3 JMS system module and its resources. It alsa allows vou to configure new resources and access eXIStINg resOUCES.

Hame: UBsSystemModule
Scope: Giobal
Descriptar File Hame:

jmsjubssystememndule-jms

This page summarizes the JHS resources that have by

2en erested for this JMS system module, indluding queus and topic destinations, connaction fackories, JNS tzmplates, destination sort keys, destmation quots, distributed destinations, foreign servers, and store-smd-forward parameters.
| Customize this table

Summary of Resources.

Chick the Lock & Fditbuttan in the Change Center to activete i the buttons o this page.

Showing 1o 10
Name o Type IHDL Hame | Subdeployment | Targets
UBSForegnserver Foreign Server A

rm—

| oo

Showing 11015
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e  Click on UBSForeignServer

Settings for UBSForeignServer

Confi N Subdepl t || Notes

General | Destinations | Connection Factories

Click the Lock & Edlit button in the Change Center to modify the settings on this page.

Save

A foreign server represents a INDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. TE
foreign server.

gg Mame: UBSForeignServer

INDI Initial Context Factory: weblogic.jndi. WLInitialConte:

5] INDI Connection URL: t3:/1<EHMS_WLS_SERVER>:<EHMS_WLS_SERVER_PORT>/

JNDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHMS_WLS5_USERNAME>

o Click on Lock & Edit

Settings for UBSForeignServer
Configuration = Subdeployment | Notes
General | Destinations | Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WeblLogic Server. It contains information that allows WebLogic Server to reach the remote INDI provider. This way, a number of ¢
fareign server.

@ Name: UBSForeignServer
INDI Initial Context Factory: weblogic jndi. WLInitialConte:

@F] INDI Connection URL: t3//<EHMS_WLS_SERVER><EHMS WLS_SERVER_PORT=/

JINDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHMS_WL5_USERNAME>
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http://mum00bzt:8001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DUBSForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX_INS_TEST%5D%2FJMSSystemResources%5BUBSSystemModule%5D%2CPath%3DJMSResource%5BUBSSystemModule%5D%2FForeignServers%5BUBSForeignServer%5D%22%29

Post Installation Steps

Set below configurations with:

JNDI Connection URL —Replace <EHMS_WLS_SERVER> with hostname or IP address of UBS HOST
Weblogic server and <EHMS_WLS SERVER_PORT> with port number of UBS HOST Weblogic
Managed server (where NOTIFY_DEST_QUEUE and NOTIFY_DEST_QUEUE_FCDB are mapped).
JNDI Properties Credential — Password for username set in JNDI properties

Confirm JNDI Properties Credential — Confirm password for username set in JNDI properties

JNDI Properties — Value to be set as “java.naming.security.principal=<EHMS_WLS_USERNAME>",
where

username is the login user of UBS Weblogic Admin Console (user which created the primary local
gueues for UBS).

o Click on Save

@ Home Log Out Preferences [2] Record Help Q Welcome, weblogic | Connected to: OBDX201UBS
Home >Summary of Deployments >Summary of JMS Modules >UBSSystemModule >UBSFareignServer

Sertings for UBSForeignServer

Configuration  Subdeployment  Notes

General Destinations ~ Connection Factories

Save

A foreign server represents a INDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. This way, a number of cannection factary and
destination objects (queues or topics) can be defined an one INDI directory. Use this page to configure a foreign server

5] Mame: UBSForeignServer The name of this foreign server. Mare Info...
INDI Initial Context Factory: weblogic.jndi WLinitialGonte The nam stantiated to scces prnicr: T clos
INDI Connection URL: PTITT The syntax of this
e
INDI Properties Credential: sicecsessens Any Creder
e properti

ntext class. Not

Confirm JNDI Properties Credential:

INDI Properties:
java.naming.security.principal=
<EHMS_WLS_USERNAME>

that must be set for the INDI provider. The
for the INDI provid

3 operties will be
rovider's InitiaiContext class, More

Home >Summary of JMS Modules >UBSSystemiodule » Summary of JMS Modules > UBSSystemMadule > Summary of JMS Modules > UBSSystemModule > UBSFarsignServer >Configuration »NOTIFY_DEST_QUEUE_FCDE >UBSForeignServer
HMessages

« Settings updated successfully.
‘Settings for UBSForeignServer

Configuration | Subdeployment | Notes
General | Destinations | Connection Factaries

Save

Aforsion server represents a INDI provider that resides outside a WebLogic Server. It contains informatian that allovs WebLogic Server to reach the remote INDI provider, This way, a number of connaction factary and destination objects (aueues o topics) can be defir
Toreign server.

4E] Name: UBSForsignServer The name of this forsign server. More Info.
INDI Initial Context Factory: weblogicjndi WLInitialConte: ;Fh'\ee‘r\;vrg:»ntrjt:re;leasjsﬂt"'\;tjilé:l b instantated to access the JNO1 pr

I use to contact the JNDI provider. T

| INDI Connection URL: 3://10.184.135 597860/ The URL that WebLogic Server c
ng use ave this field blank if you are referen

d. For WebLogic IMS,

st be set for the JNDI provider. These Credent
provider's InitalContext class. Note: For §
 credential being stored and displayec

Any Credentials that
the constructor for th
the Properties field re

INDI Properties Credential:

Confirm JNDI Properties Credential:

al properties that must
text dlass.

set for the INDI provider. Thes

INDI Properties: Any addit
ore Infe...

java.naming. security.principal=infra

£ Default Targeting Enabled Specifies whether this JMS resource defaults to the parent module’s ta
mechanism, More Info...

Save
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e  Click on Activate Changes

ORACLE WebLogic Server Admnsvston

uesPareignsenver

IHOI Tnkial Comtext Factory weblogic jnch WLintiaiConte

1) INDI Conmection URL I I T T D T D T
How do 1.
| Ot Properties Credentish

Coafirm DI Properties Credential:

INOI Properties:
Java.naning. security.peincipaleinfra

1] Detaul Targeting Enabled

save

ORACLE Weblogic Server Admmaaor

) ot

S L e e e T

IHOE Propertses Crodentiat

Confirm HOI Froperties Credential

IHOI Propesties:

1£) Defout Targeting Enabled

Deployment of notification MDB application

Post Installation Steps

Webcom
cti d de bjects (queues or topics) can b deflaad en oae INO:
o

Wekcor

Before deployment of obdx.externalsystem.ubs.natification.mdb.ear application, kindly perform below

steps:

e Open the obdx.externalsystem.ubs.notification.mdb.ear (EAR file is available <OBDX INSTALLER
DIR>/installables/app/components/ubs/deploy/obdx.externalsystem.ubs.notification.mdb.ear) using

any archiving tools (i.e.: 7-zip)

Name Size Packed Size Modified Created Accessed
{ABP-INF 3783283 3350626 2017-05-19 1157
META-INF 1660 862 2017-07-2111:29

| ] com.ofss.extsystem.ubs.notification,jar 421333 388219 2017-07-2111:29

e Double click on com.ofss.extsystem.ubs.notification.jar

Name size Packed Size Modified Created Accessed
{cam 1183325 381587 2017-07-21 11:27
META-INF 4383 1808 2017-07-2111:27
Tlwsconfig.properties 1420 288 2017-07-2111:27
g-prop:

Attributes Encrypted  Comment
D druaxr-xr-x
D drwatr-xr-x

e

Attributes Encrypted Comment
D drwr-xr-x
D drwxr-xr-x

rwerere
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e  Open the wsconfig.properties to edit
Name Size Packed Size Modified Created Acce:
com 1193325 381587 2017-07-2111:27
META-INF 4543 1808 2017-07-2111:27
1420 288 2017-07-2111:27
Open Enter
Open Inside Ctrl+PgDn
Open Outside Shift+Enter
View F3
Edit F4
Rename F2
Copy To... F5
Move To.. F&
Delete Del
"] wsconfig.properties - Notepad - u] X

File
|

Edit Format View Help

senice

hitp:inost service alerts. appr.dig ofss.com/

AlertProcessorService url hitp:ii<OBDX_WLS_HOSTNAME=<0BDX_WLS_MS_PORT>/obdwAlertProcessorSenice?wsdl
AlertProcessorsSenvice stubClass:com.ofss.digk appx alerts.service host AlertProcessorservice

AlertProcessorsSenvice stubService:com.ofss.digk.appx alerts.service host AlertProcessorsenice

proxyCl

com.ofss.digx appx alerts.senice host HostAlertProcessor

AlertProcessorsenvice imeOut-1200000
AlertProcessorService fargetUnit<ENTITY_ID=>

senvice:

hiip:ithost service fileupload appx digx ofss.com/

url:hitp://<OBDX_WLS_HOSTNAME=<OBDX_WLS_MS_PORT: dl

FileProcessedNotifProcessorSenvice stubClass:com.ofss digx appx fileupload service host FileProcessedNotifProcessorSenice

com.ofss.digx.appx fileupload.service host FileProcessedNotifProcess orService

com.ofss.dige appxfileupload s enice host FileProces sedNotificationProces sor

FileProcessedMotifProcessorService timeQut 1200000

Change

the URL

for

AlertProcessorService.url,FileProcessedNotifProcessorService.url and

AlertProcessorService.targetUnit(Note the hostname and port should be of OBDX managed server
created by installer. Entity ID should be OBDX_BU for Base entity)

File

] wsconfig.properties - Notepad
Edit Format View Help

senvice:

AlerProcessorSenvice namespace ity /Most service alerts AppX AigLofss coms

{COM. 01850101 30D AIEITS. SeNICe NoSLAIETTF

stubCla

proxyCl
MlertProcessorSenvice timeOut 1200000
AlertProcessorSenvice targetUnit OBDX_BU

AlertProcessorSenice stubSenice:com ofss digx appx alerts senice host AlertProcessorSenvice
com.ofss digr.appx.alerts senvice host HostAlerProcess or

senvice:

hitp:Most senice fileupload appxmgx ofss.com/

url:htte:/mumaa02.in.oracle.com:

FileProcesseaNofiProcessarSenice sfusClass:com ofss digx.appx.fileupload.senice host FileProcessedNotifProcessorSenvice

dl

com.ofse. digx appxfileupload.senice.host FileProcessedNotifProcessorsenice

com.ofss.digx.appefileupload senice. host FileProcessedNotificationProcessor
FileProcessedNotifProcessarSenvice hmeOuMZﬂ[l[l[l[l

Eile

" wsconfig.properties - Motepad
Edit Format View Help

senice:

hitp:ihost.service.alerts. appx. digr.ofs

com

AlertProcessorSenice stubService:com.

- proxyCl

com.ofss.digx.appx.alert

AlertProcessorSenvice imeOut:1200000
AlertProcessorSenvice targetUnitOBDX_BU

AlertProcessorSenvice. urlhitp:imumaan 12.in.oracle.com:27003/abd0AlertProcessorService wsdl
AlertProcessorSenice stubClass com ofss digx appx alerts senvice host AlertProcessorSenvice

ofss.digx appx alerts.senice host AlerProcessorService
envice.hostHostalertProcessor

senice
FileProcessedNotifPracessorSenice.names pace-hitp:/host service. F\euplnad appy.digr.ofss.com/
Fi 0

-hitp:iimumaa012.in.oracle.com:27 . |
FileProcessedNotifProcessorSenice stubClass:com ofss digx appx fileupload semwvice host FI\EF’ruEeSSEdMnIIIFmEeSSUrSEMEe

com.ofss.dige appxfileupload senice. host FileProcessedNotiProcessorSenice

proxyC
FileProcessedNotifProcessorSenice.timeOut:1200000

com.ofss.digx appxfileupload.senvice.host FileProcessedNotificationProcessor

8-24 ORACLE



Post Installation Steps

7 wscenfig.properties - Notepad

File Edit

Format View Help

senvice:Alerf
hitp:/ost service. alerts.appx digx.ofss.com/

url:http:/mumaa0 2.in.oracle.com:2700: wsdl

AlertProcessorSenice. stUbClass:com.ofss. digk appx.alerts. service.nost AlertProcessorSenvice

com.ofss. digx.appr.alerts.service host

proxyCl
AlertProcessorSenice. timeOut 1200000
s B

com ofss.digx appx alerts. service.host HostAlertProcessor

FileF

sernvice:FilefF
http:/ihost senvice fileupload appx. digx.ofss.com/

url:http:/mumaa02.in.oracle.com:2700: wsdl

FileProcessedNotifProcessorSenvice.stubClass:com.ofss.digr appx fileupload.senvice.nost FileProcessedNotifProcessorSenvice

com.ofss. digr.appx.fileupload.senice host

proxyCl com.ofss.digx.appx fileupload.service host FileProcess edNotificationProcess or

timeQut: 1200000

e  Save changes.
e  Click OK.

Name Size Packed Size  Modified Created Accessed Attributes
com 1193325 381587 2017-07-2111:27 D drwar-xr-x
META-INF 4543 1808 2017-07-2111:27 D drver-xr-x

[ wsconfig.properties 1420 288 2017-07-2111:27

7-Zip x

File 'wsconfig.properties’ was modified
Do you want to update it in the archive?

Cancel

Navigate back to obdx.externalsystem.ubs.notification.mdb.ear

Encrypted  Comment

Flirvat 128 Packed 5o Mol Craated et acrpled  Comman
i T
WTA-BF
W oot peoperom
e Click OK
Name Size Packed Size  Modified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-21 1127 D drw-xx -
META-INF 4543 1208 2017-07-2111:27 D drwaer-xr-x -
E| 1421 288 2017-07-2521:06 2017-07-2521:03 2017-07-25 21:03 A -
7-Zip X

File 'com.ofss.extsystem.ubs.notification.jar' was modified.
Do you want to update it in the archive?

Cancel
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The date-timestamp would be updated (as seen below) once the change is saved.

Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
H 3783283 3350626 2017-03-1911:57 D drwxr-xr-x
META-INF 1660 862 2017-07-2111:29 D drwxr-xr-x
| £ com.ofss.extsystem. ubs.notification.jar 481369 398685 2017-07-2521:07 2017-07-2521:07 2017-07-2521:07 A

Deploy the updated obdx.externalsystem.ubs.notification.mdb.ear using below steps.

e Login into Weblogic Admin Console (OBDX domain created using installer) and navigate to
Deployments

T —— )

Change Center Wekkome, weblogic| Cann=cizd - 0BDK_INS_TEST

View changes and restarts:

Oick he Lock sbdor
Gz s i ths doman.
Comfigurstion  Curenl | Menbaring

T 202 dsplays th s of Java £ apslctions and sizndalone asgication macules stz 1ot doran,

“You cam updar (edeploy) or ek istlled gplcasons and madules rom e dumai by slecing the checkbax net tn e apacaion eme Sk wsing the coils.on s poge.
Tainstal a now sppcaton or modaie for deplsymert t fanget n i domei, cck Install.

 Costonize ths table
Deploymests

bl U] [Deie Shoing 10058 S| et

=

— FFE+ F -
0| gotincebsmemcanison st [PE—— o
- [e— |ana | |1m
g (R m
Insaderes |a1h | |1m
oot |God m
R ——— =u=n| B
i );mm peddete |Gl m
o Insial  Web apofcaion It |am | |1m
System Status B ks o nsaleTet | Gosal m

Heakh o uming Severs 2 f 3428

WS sggicaton (1221.15) sdminserer |d1h |

istal| [Udsle| [Deele Shewing 110100760 orevous | Nert

° Click Lock & Edit

ORACLE WebLogic Server Aasnerton Conion 12

s Conter B ome Log 0t Wferences (] ey a Wekome, webloghc Cosnected to) OBOR_INS_T

[ —
R

T e Siplers

You can wodste (redes i by Seecting fha Chackbas oee 5 e apekcaion b 30d hen wsing e cartrls ¢ 4 g0

L presp—

o o daghoyment 1o targets i e o, hck ol

¥ Cuntonue his table

Depbormants

Sowing 11010 o/ 49 P | st

State | Heahh Ty Scope Domatn Fartitioms Depryment Order

| [y | w

| [ o

| [T e P ™

| [omy—— r— ™

Ak | o l-»«m. Adagrar s 190

| | ekl [ 00

“ | Tpe— con w

P [ - | [ ——— ™
R —— : e [0 |wehtphcen [P P B

TR —
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e  Click on Install

Post Installation Steps

ORACLE' webLogic Server Administration Console 12¢

Change Center @) Home Log Out Preferences [ex] Record Help
Viewe changes and restarts o >Summary of nServer >Corfiguration >NOTIFY_DEST_QUELE_FCDB >\ > >Summary of Deploy
No pending changes exist. Click the Release Summary of Deployments
‘Configuration button £ allow others to edit the
domain Configuration | Control | Monitoring
Look & Edt
Release Configuration “This page displays the lst of Java EE applications and standalone application modules instaled to this domain

Domain Structure

“You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbo next to the application name and then using the contrals on this page.

e  Click on Upload your file(s)

ORACLE webLogic Server Administiation Console 12¢

Resource Groups . To install 2 new application or module for deployment to targets in this domain, cick Install
Resource Group Templates
Machines
Virtual Hosts B Customize this table
Virtual Targets
“‘Work Managers Deployments
Concurrent Tempiates nstal| | U] [Deee
Resource Management
Startup and Shutdown Classes O [Name & State | Health | Type Torgets
eployments
sarvices [ | agyactoracle busiessedtor(1.0,12.2.1.1.0) Adive Library Adminsever |1
ecurity Realms
Interoperability ) | apyadt.oracie.domain(1.0,12:2.1.1.0) Active Library adminserver |4
ragnostcs 2 S I fnnnam

Fr——r—— @ Home Log Out Prefsences 8 hacard vy | a [r——
10 panding changas et Cick the Rekamse Install Application Assistant
oo ek s o s 0 o5 1
—
e
Locatedeploymant o kel s repar for dpkeyment
Faiease Configus ation
L repeesants the apshication reot diactsry, archive fle, exploded archwe drectory, of APk o mode descristor that ow want to atal. You can aiso enter the path of the agelication drectary or Mle i the Path feld,
) ] Mote: Only vakd fle paths are dsslayed below. If you L Usioad yeur NG;\I e your appheaton descriptors.
0B _INs,_TEST . | M——— |
-oumem Pwotirs i nomoidevopaidomain/OBDX INS _TEST
T e Recently Used Paths: (ane)
-G Cument Locatiom et v deos | domm GO TEST
e st
Ratowes g Tevloes
s
i
cone ) signd
bt = o
e W
AT ——
cobcaen o) () | P [ G
e  Click on Choose File under Deployment Archive
ORACLE' webLogic server Atmnissaton Consoke 12 |
Change Center @ riome Log Out Preferences (2 Recond Help Y
S ——— Home >Summary of JMS Modules >UBSSystemModule >Summary of M5 SForsgnenver >Configuration >NOTIFY_DEST_QUELE_ DG >UBSForsign'erver >Summary of Servers >Summary of Deployments
MNo pending chianges exist. Click the Release Install Application Assistant
Canfiguration button to allow cthers to edit the
s, ] o] | |
GersEs
Uplead 2 deployment tothe Administration Server
Retesse Consuraton
——————— ‘Cick the Browse button below to select an application or module an the machine from which you are currently browsing, When you have located the fil, cick the Next button to upload this deployment to the Adminisiration Server,
BOXINS_TEST ~| | Deployment Archive:
#-Domain Partitions
—Servers Upload a deployment plan (this step is optional)
#-Clusts
e e s s can suppiement the & deployment wil work withoat Butyou cn ssa uplead arche naw. sechive vl |
erence Custers related inks for addisonal information about deployment plans.
s s
--Resource Group Templates - .
e Deployment Plan Archive: Choose File | No file chosen
el s
~Virtual Targets Back| | Nexd ‘ Finish ‘ Cancel
~“Work Managers:
~~Concurrent Templates
~-Besnurce Management. e

How do L. EI|

 Navigate to customized obdx.externalsystem.ubs.notification.mdb.ear and click Open

ORACLE WebLogic Server Admnistration Console 12¢

Change Conter B Home Log Out Preferences (3] hecord bl

currently browsing. When you have lecated the fle, cick the Next Button to upload s desloyment to the Adminitrabion Server

without bt you can plan archive now, This

wil be & drectary of configuraton il

e @ Open e o scntan e
“ 1] « Documents » New folder + TS| [Semich New foide »
Hew folder - m @
[ Oocuments & N Dets i a
e logs M Fiefolder v
i e P Fiefokde
configtar uuies pebistaihdsates [Civoasa File | No fie chosen
Devan N ¢ o4
cwaletsio "
toptems ——
s Latest_Ression DRt 2017401 P polorment arch
Lotest_Reviion, SEED 5t w2017 401 PM
ostallerDoct i) ObaccessChontami AM XML Document Choose File | No fie chos:
Instater Fem (V) obds.esternalsystem.ubs.notificatonmd..  7/25/2017 %00 PM AR File
Mobastem {4 et ju A206641PM  Exncutable ot Fid
mumD0boiin PastHead08 e WUNTA0PM  Tewt Document
New folder PastHesdsEED bt WA Tt v
vie >
e narne: b estematsyste ubs. natifcation mdb. At v
=
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o Click Next

ORACLE weblogic Server Administration Console 12¢

Change Center ) Home Log Out Preferences [ Record Hel Q

ackle > Guemenary of MG Modhes >

e e > Summary of M5 Mol > UESSy .
No pending changes exist. Click the Release Install Application Assistant

Configuration button Eo allow obhers to edit the
demain.

s ()|
s

Uplod a deployment to the Administration Server

Domain Structure Cick the Browse bution below to select an application or module on the machine from which you are currently browsing. When you have located the file, load this deployment Server.
08NS _TEST - I
% Daman Partons Deployment Archive: Choose File | cbdx externa__ion mdb.ear
E-Emironment
—Servers Upload a deployment plan (this step is optional)

Conmnce Custers 4 an suppl deserptors included in the deployment archive. A depi withzut 3 desloyment plan, but — srthive noie. archtve il bz 3 drecty
Resource Groups
Resource Group Templates
Machines

rhual Hosts

hual Targets

ork Managers
Concurrent Templates

Cheose File | No file chosen

° Click Next

ORACLE Weoge tnar s e - .

Change Center @ Fome Log Dut Freerences (i Rerced Help | m-&glmmmmm@s
‘View changes and restarts o
Messages
o peningchanges st Cic the Fense
Cnfguaton bz o alow e hedtthe | o The s b o i oo omsin/OBEIL IS TEST v i Seves
domein
ok B Install Application Assistant
Reezse arigurzion ] et | o | Gamce
Domain Structure Locate deployment to install and prepere for deployment
0B0IC 1HS TEST - Selectthe e, o nchive fle, explodd arciive dreciey, oc Besogtor that you vant b instal You con alo. enter the path of the apgication rectory o il in the Path field
ote: Onyvabd ik s ae il bk, you cnnet i your deplopmere i, pkoad yeur i) ancjo confm it yue s ghors.
path: i in/0BDX_INS_TEST/senvers/Admi fcat zoplobe. js.nutiicaion b car
. Recently Used Paths: (rone]
Resonnc Grss
oo o e Curest Location: Ol home.| devs  domain OB NS TEST | sevrs | AdminSves  uplond | abé ntemalystem.sbs ofcaimnéb o | o
7 obib.extemalsystem sbsnotficatonmib.ear
Finish ‘ Cancel

e  Select “Install this deployment as an application” and click Next

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [2] Record Help Q
T D Home » Summary of JM5 Modules > UBSSystembodule > Summary of JUS Modules > UBS Systemiodule > UBSForeignSiarver »Canliguration »NQTIFY_DEST_QUEUE FCDB »LUBSForeignSrver > Summary of Servers »Summary of Deployments
No pending changes exist. Click the Release Install Application Assistant
Configuration button to allew others to edit the
omain. Back| |Next ‘ Finish | Gancel
Lock & Edit

‘Choose installation type and scope

Release Gonfiguratios

select f the deployment should be installed as an application or library. Also decide the scope of this deployment.

LD The application and its components vill be targeted to the same locations. This is the most common Usage.

BOX_INS_TEST -
~Domin Partiions @ Install this deployment as an application
Senvers Application libraries are deployments that are available for other deployments to share. Libraries should be avalable on all of the targets running their referencing appiications.
Clusters

~-Coherence Clusters
~Resource Groups
“Resource Group Templates.
~Machines

~Virtual Hosts

“Virtual Targets

~Work Managers
~Concurrent Templates
Resource Mananement.

) Install this deployment as a library
_ Install this deployment as an application, but target the components individually

Useful when one or more of the modules or components must have targets unique from the rest of the application

Select a scope in which you want to install the deployment.

Global v
How do L... =]

Finish | Cancel

Start and stop a deployed enterprise
application

« Configure an enterprise application

= Craata 2 dsnloumant lan
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e  Select Cluster as target and click Next

ORACLE webLogic Server Administration Console 12¢

(Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the

@ Home Log Out Preferences [& Record Help

Tnstall Application Assistant

Home >Summary of M Modues >UBSSystemblodule >Summary of JMS Modules

domain. Back| |Next ‘ Finish ‘ Cancel
Lock & Edit
Select deployment targets
Release Configuration
) | Select the servers and/or dusters to which you want to deploy this applicatian. (¥ou can reconfigure deployment targets later).
Domain Structure
B INs_TEST | | Available targ bs.notifi db -
~Domain Parttions
Environment e
- servers
Clusters | AdminServer
~Coherence Clusters
esource Groups
~Resaurce Group Templates Clusters
- Hachines
irtual Hosts ¥/ InstallerTest
irtual Targets All servers in the cluster
~Work Managers ) part of the cluster
~Concurrent Templates - oBDX_INS1
—Resqurce Mananement T

How do L.

= start and stop a deployed enterprise
appiication

8 Back Finish ‘ ‘Cancel

Post Installation Steps

/_DEST_QUEUE_FCDB >UBSForeignServer >Summary of Servers >Summary of Deployments

° Click Next

ORACLE' webLogic Server Administration Console 12¢

Change Center

@ Home LogOut Preferences [2 Record Help

Home > Summary of NS

View changes and restarts

No pending changes exist. Click the Release
Canfiguration button to allow others to edit the

> Sumary of WS

Tnstall Application Assistant

" DEST_QUEUE_FCDE »UE

main,
Lock & Edil

Release Gonfiguration

Domain Structure
BOX_INS_TEST

-Domain Partitions
--Servers

“Custers

~-Coherence Clusters
-Resaurce Groups
+-Resource Group Templates
~Hachines

~Virtual Hosts

~Virtual Targets
- Work Managers
--Concurrent Templates
~Resqurce Mananement.

Back Finish ‘ Cancel

Optional Settings

You can modify these settings or accept the defauits
* Indicates required fields

General

Wihat do you want to name this deployment?

How doL..

® Start and stop a deployed enterprise
application

Configure an enterprise application

Create a deployment plan

instanc

o Test the madules in 2n enterprise application

Target an enterprise application to a server
3

+ Name: T
Name: obdx externalsystem.ubs. notification.mdl
Specification Version: 17.2.0.0.0
Implementation Version: 201707211118
Security
o || what security model do you want to use vith this application?
] | ® DD Only: Use only roles and policies that are defined in the deployment descriptors.

° Click Finish.

ORACLE webLogic Server administration Conscle 12

Change Center
Wiew changes and restarts.

g pending changes exist. Clc the Release
Canfigaratisn bosion s allow sthers o ed the

Lok B Edi

Ralesse Contguratin,

Domain Structure
OBOK_INS_TEST A

Hcoharence Clustars
Ressurce G
|Resaurce Group Temlates

-tWerk Hansgers
|-Cancarment Templates

How do

= St and stop & daphoved enterpeise
sopkeanon

& Configure an enterzise sppcation
& Create a deployment plan

= Torget an enterpise apglcation 1o 8 server

& Test the modues in an enterprise appiicatin

System Status. ;l

Haakh f Bunsinn Servees ae af 158 P

) Home Log Out Preferences [ Record relp

Install Application Assistant
Back [ Cancal
Review your chosces and click Fnih
Click Finih to complote the deployment. This may ake a few maments t complete.
Additional Configuration

In order to work successfuly, this apel

Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
() Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

) Advanced: Use a custom model that you have configured on the realm's configuration page.

 Yes, take me to the deployment’s configuration screen.

o, T il review the configuration later.

De you want to review

ater completing this assstant?

Summary of Oeployments

Summary

Deployment; LN TEST) besatibcaton.

Hame: cbénestermalsystem.ubs.nosfcatin il

Staging Hode: Use the defauls defined by the chosen targets

Flan Staging Mode: Ust the same accessbity s the sggication

Securty Marel DEnl: Use ooy roles and plcies that are defned i e deploymest descrigtors

Scape: kel

Target Summary

Companents & ‘r-,n
obdvestemaisystem,ubs.nobhcstn s ear | msateTes:

(o ) [ [
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o Click Save.

ORACLE' webLogic Server Administration Censole 12¢

Change Center
View changes and restarts

Pending changes exist, They must be activated
ake effect.
& Activate Changes
Undo All Changes

Domain Structure

BOX_INS_TEST -
~Domain Partitions

Servers

“Clusters

~Coherence Clusters
Resource Groups
Resource Group Templates

—Resource. Management

HowdolL.. =]

+ Start and stop a deployed enterprise
applcation

Configure an enterprise application

Create a deployment plan

Target an enterprise application to a server
instance

« Testthe modules in an enterprise application

Post Installation Steps

& Home Log Out Preferences [ Record Help Q
M5 Mochles o DEST_QUELE_FCDB v >Summary db
= ientionmdh
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes

Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the assocated deployment plan, and o on. The table at the end of the page lists the modules (such as Web

the name of the module to view and update its configuration,

Name: obdx.extemalsystem.ubs.notification.mdb
Scape: Global
Path:

 home devops/ domain] OBDX_INS_TEST servers/ AdminServer/ upload] obdx. extemalsystem. ubs. notfication. mb. ear/ app obix. extemalsystem. ubs
notification. md. ear

Deployment Plan: (no plan specified)

‘Staging Mode: (not specified)

Plan Staging Mode:

(not specified)

Security Model: DDOnly

4 Deployment Order: 100

e  Click Activate Changes

ORACLE WebLogic Server Administration Console 12¢

(Change Center
View changes and restarts

Pending changes exist. They must be activated
to fake effet

 Activate Changes

@ Home Log Out Preferences (& Record Help

‘The name of this enterprise application. ~Hore
Specifies if this enterprise application is accessi

The path to the source of the deployable unit o

The path to the deployment plan document on

Spedifes whether a deployment's fles are copi
area during application preparation. Mere Inf

Spedifies whether an application's deployment |
staging area during application preparation.

The security model that i used to secure a deg
An integer value that indicates when this unit i
Info...

A string value that indicates the principal that s

“This principal will be used to set the current sul
ApplicationLfecycleListener. If no principal nar

Home >UBSSystemModule >Summary of IS Modules >UBSSystamModule >UBSForeignServer >Configuration >NOTIFY_DEST_QUEUE_FCDB >UBSForeignServer >Summary of Servers >Summary of Deployments >obdx.externalsystem.ubs.notifical

Messages

& Settings updated successfully.

Dom:

BDX_INS_TEST x
~Bomain Partitions

~Resaurce Mananement

How do ... =l

= Start and stop a depleyed enterprise
application

Configure an enterprise aplication
- Create a deployment plan

= Target an enterprise application to a server
instance

- Test the modules in an enterprise application

System Status El
Health of Running Servers as of 3:59 Pi

[ rae
Critical (0)

ORACLE' webLogic Server Ad
Change Center
View changes and restarts

Ciick the Lock & Edit button to modify, add or
delete items in this domain

Lock &Edit
Release Configuration
Domain Structure

BOX_INS_TEST S
-Domain Partitions

Resaurce. Mananement

How do L. a

« Start and stop 3 deployed enterprise
application

Configure an enterprise application

Create a deployment plan

‘Target an enterprise application to a server
instance

« Test the modules in an enterprise application

System Status El

Health of Running Servers as of 3:59 P

Faled (0)
—

ortical (0)

Settings for obds bs.notification.mdb

Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring || Motes

Save

Use this page to view the ganars| configuration of an enterprise applieation, such as its name, the physieal path to the 2pplication files, the associated deployment plan, and so on. The table at the end of the page lists the modules

the name of the module to view and update its configuration.

obds.externalsystem ubs.notification.mdb.

Global

notification. mdb. ear
Deployment Plan: (no plan specified)

Staging Mode: (not speciied)

Plan Staging Mode: (not specified)

Security Model: DDOnly

4 Deployment Order: 100

] Deployment Principal

Name:

Save

iministration Console 12c

J home devops domainf OBDX_INS_TEST/ servers] AdminServer/ upload/ obdx. externalsystem. ubs. notification. mdb. ear/ app/ obdx. exteralsystem. ubs.

The name of this enterprise appli
Specifies if this enterprise applica

The path to the source of the def

The path to the deployment plan

Specfies whether a deployment's
area during application preparatic

Speciies whether an application’s
staging area during application pr

The security model that is used tc

An integer value that indicates w

e

Astring value that indicates the p
This principal will be used to set t
Applicationl ifeeycleListener. If no

@ Home Log Out Preferences & Record Help
Home >Sumanaryof M5 rignserver >Confguratin >NOTIFY_DEST_QUEUE_ FCDR Summary " abds bs.nctification.mdb.
Messages

& All changes have been activated. No restarts are necessary.
Settings for obdx.extemalsystem.ubs.notification.mdb

Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes

Glick the Lock & Editbutton in the Change Center to modiy the settings on

is page.

Save

Use this page to view the general configuration of an enterprise application, such a its name, the physical path to the application files, the associated deployment plan, and o on. The table at the end of the page lists the modules (such as Web

the name of the module to view and update its configuration.

Name: obgx.extemalsystem ubs.notfication.md
Scope: Global
Path:

1 home{ devops/ domain/ QBDX_INS_TEST/ servers/ AdminServer/ upload obdx. extemalsystem. ubs. notfication. mdb. earf app/ obdx. extemalsystem. ubs.
notfication. m

Deployment Plan: (no plan specified)

Staging Mode: (ot specfied)
Plan Staging Mode: (not specifed)
Security Hodel: DDOnly

] Deployment Order: 100

] Deployment Principal

8-30

‘The name of this enterprise application. More,
Specifes if this enterprise application s accessil

The path to the source of the deployable unit o

‘The path to the deployment plan document on

Specifies wihether 3 deployment's files are copie
area during application preparation.  More Infc

Species whether an application's deployment §
staging area during application preparation.

“The security model that is used to secure a dep
An integer value that indicates when this unt is
Info...

Astring value that indicates the principal that

“This principal will be used to set the current sul
ApplicationLfecycleListener. 1f no princpal nam
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Post Installation Steps

Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

If during installer execution Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX
with OBPM) is selected, then below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBDX domain created using installer) and Browse to Summary
of JMS Modules > OBPMSystemModule > OBPMForeignServer (as shown below)

Settings for OBPMSystemModule

Configuration | Subdeployments | Targets | Security | Motes

This page displays general information about a JM5 system module and its resources, It alsa allows you to configure new resources and access existing resources.

HName: 0BPMSystemModule The name of this JMS system module. More Info...
Scope: Global Specifies if the JMS system module is accessible within
Descriptor File Name: ms/obpmsystemmodule-jms.xml The name of the JMS module descriptor file. More Ini

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers,

| Customize this table

Summary of Resources

Click the Lock & Edit button in the Change Center to activate all the buttens on this page.

New | |Delete
Name & Type INDI Name Subdeployment
OBPMForeignServer Foreign Server A 0BPHMSubdeployment
New | | Delete

Refer to earlier steps mentioned for UBS HOST UBSForeignServer and make similar changes in
OBPMForeignServer.

Deployment of notification MDB application

Before deployment of obdx.externalsystem.obpm.notification.mdb.ear application, make changes similar
to obdx.externalsystem.ubs.notification.mdb.ear before deployment.

Fileupload with UBS

Refer below document for File upload configuration with UBS

e Oracle Banking Digital Experience File Upload Report Configuration

Origination with UBS

Refer below document (section 5 and 6) for enabling Origination with UBS

e Oracle Banking Digital Experience UBS Origination Setup and Configuration

831 ORACLE


http://mumaa012:29001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DOBPMForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX182_OBPM140%5D%2FJMSSystemResources%5BOBPMSystemModule%5D%2CPath%3DJMSResource%5BOBPMSystemModule%5D%2FForeignServers%5BOBPMForeignServer%5D%22%29
http://mumaa012:29001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DOBPMForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX182_OBPM140%5D%2FJMSSystemResources%5BOBPMSystemModule%5D%2CPath%3DJMSResource%5BOBPMSystemModule%5D%2FForeignServers%5BOBPMForeignServer%5D%22%29

Post Installation Steps

Trade Finance (LC and BG) with OBTFPM

Refer below document for enabling ‘Letter Of Credit’ issuance and ‘Bank Guarantee’ issuance with Oracle
Banking Trade Finance Management.

Oracle Banking Mid-Office Product Setup and Configuration Guide

OHS

OHS server needs to be configured for all FLAVOR’s as a mandatory activity.

To configure OHS server follow steps mentioned in below document before proceeding further.

o Oracle Banking Digital Experience OHS User Interface Configuration

Feedback module:

In order to enable Scale (Rating) icons please refer the section Creating Procedure of Oracle Banking
Digital Experience Content Upload Guide user manual.

Home
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OBDX Product Verification

9. OBDX Product Verification

Start managed server and verify all deployed applications are in Active state (as shown below).

0 | B F2AuditMDBEAR Active | ok | NI Jong ister | Global 100
5 Application
O [ BatchResourceAdapter Acive |@ ok |ENEPNSE Jopgy oicter | Global 100
8 Application
7 coherence-transaction-rar 4 Resource | AdminServer,
0@ Active | P OK | e | obdx cluster | €903 100
" Enterprise
£ com.ofss.digx.app. L4
(] ILUcom ofss.digx.app.connector Active oK Application obdx_cluster | Global 100
O | ® = ExtxfaceSimulatorMDB Active | @ ok |ENterPrise | b uster | Global 0
(W) Application
obdx.app.core.domain (20.1.0.3.1,2096, ; i AdminServer,
O | Pp. ( ) Active Library obdx. duster | P! 0
obdx.app.domain (20.1.0.3.1,2006 i i AdminServer,
O | pp. ( ) Active Library obdx_cluster Global 0
obdx.app.framework (20.1.0.3.1,2096 i AdminServer,
O |y Pp. ( ) Active Library obdx. custer’ | b3l 0
= e Enterprise
()] g 0bdx.app.mdb.report Active | % OK Application obdx_cluster | Global 100
obdx.app.oauth (20.1.0.3.1,2096, i AdminServer,
O | pp. ( ) Active Library ety ey Global 0
) [ obdx.app.oauth.rest Adtive |@ 0K | CMPMISe | iy custer | Global 100
0 Application
— Enterprise
(] [ obdx.app.rest.idm Active | ¥ OK Application obdx_cluster | Global 0
— Enterprise
0 7 obdx.app.scheduler Active | % OK Application obdx_cluster | Global 100
— Enterprise
()] \_jobdx.app soap Active | % OK Application obdx_cluster | Global 100
obdx.cz.app.domain (19.2.0.0.0,1 i AdminServer,
O | i pp. ( ) Active Library obdx_dluster | €°P2! 0
obdx.cz.extsystem.domain (19.2.0.0.0,1 i AdminServer,
O | i v ( ) Active Library obdx_dluster | &°P2! 0
obdx.cz.thirdparty.app.domain (19.2.0.0.0,1] i AdminServer,
O |y party.app ( ) Active Library obdx. quster | G°%?! 0
obdx.extsystem.domain (20.1.0.3.1,2096 i AdminServer,
O |y V! (¢ 3 ) Active Library obdx. quster | 22! 0
obdx.thirdparty.app.domain (20.1.0.3.1,2096 i AdminServer,
O |y party.app. C ) Active Library obdx_quster | %! 0

To login into application, new user needs to be created (if not already done) in OUD refer section
Creating Groups and System Admin User on LDAP Server of document “Oracle Banking Digital
Experience Installer Pre-Requisite Setup Manual” mentioned in section 8.5 Related Information
Sources.

To verify the installation, launch below URL

http://<OHS server ip or hostname>:<OHS port>
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OBDX Product Verification

Check if the page loads successfully.

ATM/Branch English vV UBS OBPM 14.4 HEL Branch vV

= ([@futura bank

'Hey Alexa, ask
Futura Bank how
much is my
Account balance?

Dayl Configuration

Universal Banking Solution (OBDX with UBS)

Refer below document (Section 3. System Configuration) for Dayl configuration required for
integration with UBS

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Third Party System (OBDX with THP)

Refer below document (Section 5. System Configuration — Host System as Third Party) for Dayl
configuration required for integration with Third-party System

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

-2 ORACLE



OBDX Product Verification

Chat Bot Configuration:

Refer below document for Chat Bot configuration.

Oracle Banking Digital Experience Chatbot Configuration

Mobile Application Builder:

Refer below documents for Mobile Applications build and setup.
Oracle Banking Digital Experience Mobile Application Builder-Android

Oracle Banking Digital Experience Mobile Application Builder-iOS

Mid Office Configuration:

Refer below document for Mid Office Configurations i.e. Trade Finance, Corporate
Lending.

Oracle Banking Mid-Office Product Setup and Configuration Guide.

Account Uniqueness Configuration:

Some core banking systems support same account number in multiple branches within the entity.
OBDX has support for such core banking systems. However, the configuration is not enabled by
default. In case the Bank has core banking system which supports and provides same account
numbers across multiple branches, the following scripts should be executed per entity for
enabling the support.

Insert into DIGX FW_CONFIG_ALL O (PROP_ID, PREFERENCE_NAME, PROP_VALUE,
DETERMINANT VALUE, CREATED BY, CREATION DATE, LAST UPDATED_ BY,
LASTiUPDATEDiDATE)

values
('obdx.host.account.uniqueness', 'ExtSystemsConfig', 'BRANCH', '<ENTITY ID>', 'ofssu
ser',sysdate, 'ofssuser', sysdate) ;

Insert into DIGX FW_CONFIG_ALL O (PROP_ID, PREFERENCE_NAME, PROP_VALUE,
DETERMINANT VALUE, CREATED BY, CREATION DATE, LAST UPDATED_ BY,
LASTiUPDATEDiDATE)

values
('obdx.host.accountbranch.delimiter', 'ExtSystemsConfig', '@~"', '<ENTITY ID>', 'ofss
user', sysdate, 'ofssuser',sysdate) ;

Note: Please ensure that <ENTITY_ID> has been replaced with correct Entity ID for the
corresponding entity.

Home
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Configuration for OUD/OAM

10. Configuration for OUD/OAM

In-case installation needs to be done using OUD/ OAM provider, below steps needs to be
performed manually.

Weblogic confiquration/ deployment

e REST EAR deployment:

Undeploy obdx.app.rest.idm from deployments.

Deploy obdx.app.rest from Installer zip (<OBDX INSTALLER DIR>
\installables\app\components\obdx\deploy\obdx.app.rest.ear).

Refer to manual deployment steps provided for
obdx.externalsystem.ubs.notification.mdb.ear application

e Security Realms

To configure your own Oracle LDAP to use instead of the default embedded LDAP, which comes

with Oracle Weblogic Server.

e Todo this, ensure that the Admin Server is running. Login to the Weblogic Console for OBDX

domain (created by Installer) using the following URL.:

e Now, go to Security Realms > myrealm > Providers

http://<hostname>:<admin_port>/console

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to modiy, add or
delete items in this domain

Lock & Edil

Release Configuration

Domain Structure

BDX_INS_TEST
~Domain Partitions
-Environment
~~Deployments
“Senvices
~~Security Realms
- Interoperability
~Diagnostics

Howdo L... =]

« Configure authentication and identity
assertion providers

« Configure the Password Validation provider
« Manage security providers
« Setthe JAAS control flag

« Re-order authentication providers

System Status El

Health of Running Servers as of 9:39 AM

&) Home Log Out Preferences

Home >Summary of Security Reslms >myrealm >Providers

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

An Authentication provider sllows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

P Customize this table

Authentication Providers

Click the Lok & £dit button in the Change Center to activate all the buttons on this page.

New | [Delele | |[Reorder

Welcome, weblogic ‘ Connected to: OBDX_INS_TEST

Showing 1t0 5 of 5 Previous | Next

Name

Description

Version
DBAuthenticator 0BDX - DB Authenicator 10
SQLAuth Provider that performs DBMS authentication Lo
OBDXIWT OBDX JWT Identity Asserter Provider Lo
DefaultAuthenticator WebLogic Authentication Provider 10
Defaultidentityasserter WebLogic Identity Assertion provider 10

New| [Delele| |[Reorder

Showing 1o 5 of 5 Previous | Next
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Configuration for OUD/OAM

° Now click on “Lock & Edit” in order to edit the details.

e Delete the following Authenticators under providers-> Authentication:

DBAuthenticator
SQLAuth

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences (2] Record Help Q Welcome, wehlngc‘ Connected to: OBDX_INS_TEST3,
View changes and restarts Home »Summary of Environment >Summary of Servers >Summary of Security Realms >myrash ders »Summary > >Summary of Securky Realms >myreaim >Providers
No pending changes exist, Click the Release Settings for myrealm
Configuration button to allow others to edit the
domain, Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit — = = . .
Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Peth
Release Configuration

Domain Structure An Authentication provider allows WebLogic Server t establish trust by validating a user, You must have one Authentication provider in a security realm, and you can configure mutple Authenticatin providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

BOX_INs_TEST3
“Domain Partitions
- Environment b Customize this table
~~Deployments
-Senices Authentication Providers
~Security Realms
- Interoperability _New | |Delete | || Reorder Showing 1t0 5 of 5 Previous | Next
~Diagnostics
(/| Name Description Version
4! | DBAuthenticator 0BD - DB Authenticator 1.0
] | SQuAth Provider that performs DBMS authentication 10
[0 | oBoxawt OBDY. JWT Identity Asserter Provider 1.0
e = (] | DefaultAuthenticator WebLogic Authentication Provider 1.0
[ | DefaultidentityAsserter WebLogic Identity Assertion provider 1.0
« Canfigure authentication and identity

assertion providers. New | | Delete | || Reorder Showing 110 5 of 5 Previous | Next
+ Configure the Password Validation provider

« Manage security providers
= Set the JAAS control flag
« Re-order authentication providers

System Status =]

Health of Running Servers as of 7:33 AM

ORACLE' webLogie ssrver sammstaton consas 122 o

Change Center @ Home LogOut Preferences [ Record Help Q Welcome, weblos

Connected to: OBDX_INS_TESTL

Home >Summary of Environment >Summary of Sarvars » Summary of Security Realms >myraalm »Providers >OUDALthenticator >Providers

Messages

View changes and restarts

Pending changes evist, They must be activated

to take efect. o Selected Authentication Providers have been deleted.

o Acthvale Changes, Settings for myrealm

Undo All Changes

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
D Authentication | Password Validaton | Autherization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path
BOX_INS_TESTL
~Domain Partitions
Environment An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
Deployments a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBM:

~Services
Security Realms
Interoperability

b Customize this table

“Diagnostics Authentication Providers
New | |Delete | || Reorder Showing 1103 of 3 Previous | Next
[ | name Description Version
() | oBosawt OBDX JT Identity Asserter Provider 10
How do L.. a8 (] | Defaultauthenticator WebLogic Authentication Provider 10
« Configure cuthentication and identity [ | DefaulugentityAsserter WebLogic Identity Assertion provider 10
assertion providers
New| [Deietz| || Reorder Showing 1to 3 of 3 Previous | Next

« Configure the Password Validation provider
« Manage security providers

o Set the JAAS canrol flag

+ Re-order authentication providers

System Status =l

Health of Running Servers as of 10:02 AM
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ORACLE' webLogic Server Adminisiration Console 12¢

Change Center & Home Log Out Preferences

e ] re T Home >Summary of Sacurfty Reaims >myraaim

No pending changes exist. Click the Release ‘Settings for DefaultAuthenticator

Configuration button to allow others to edit the

domain, Configuration | performance

Lock & Edit Common | Provider Specific

Release Configuration

Save

Domain Structure
DX172
~Domain Parttions
#-Environment
~Deployments
~Services
Security Realms
-Interoperability

&5 Name:

(£ Description:

“Diagnostics ] version:
] Control Flag:
How do T a

Record Help

Migration

‘This page displays basic information about this WebLogic Authentication provider, You can also use this page to set the JAAS Control Flag to conirol how this provider is used in the login sequence.

Configuration for OUD/OAM

Click on ‘DefaultAuthenticator” provider and change the Control Flag to SUFFICIENT

Welcome, weblogic | Connected to; OBDX172

>pra

fers > DefaultAuthenticator

DefaultAuthenticator The niame of this WebLogic Authentication provider.  More Info...
WebLogic Authentication Provider A short description of the Authentication provider.  More Info.
10 The version number of the Authentication provider. ~ More Info.
SUFFICIENT |~ Retums how the login sequence Lses the Authentication provider,  More Info...

+ Configure authentication and identity
assertion providers

« Configure the Password Validation provider
# Set the JAAS control flag

+ Manage security providers

System Status S| ‘

ORACLE' webLogic Server Administration Console 12

Change Center & Home Log Out Preferences [&] Record

e ] re e Home »Summary of Security Reaims >myreaim
Messages.
No pending changes exist. Click the Release

Configuration button to allow others to edit the o Settings updated successfly.

domain
Settings for DefaultAuthenticator
Lock &Edit
Configuration | Performance | Migration
Release Configuration
Common | Provider spedfic

Domain Structure

X172

~Domain Partitions
#-Environment.
Deployments
“Services
~Security Realms
#-Interoperabilty

save

(& name:

~Diagnestics 4 Description:
1@ Version:
gﬁ Control Flag:
How do 1. =)

save

+ Configure authentication and identity
assertion providers

This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Conirol Flag to control how this provider is used in the login sequence.

Click on Save button to save the changes

Help Welcome, weblogie |Cnnnen&d to: OBDX172

>Pr

widers > DefaultAuthenticator

Defaultauthenticator The name of this WebLogic Authentication provider. More Info....

WebLoge Authentication Provider A short deseription of the Authentication provider.  More Info.

10 The version number of the Authentication provider. More Info...
SUFFICIENT |~ Returns how the login sequence uses the Authentication provider.  More Info,

+ Configure the Passnord Valdation provider
* Set the JAAS control flag

+ Manage security providers

System Status.

Navigate Back to Security R

ORACLE weblLogic Server Adminisiration Console 12¢

change Center

Messages

e T Raes B0 T e mmary of Environmant » Summary of

Pending changes exist, They must be activated

@ Home Log Out Preferences (] Record Help

ealms > myrealm > Providers

Q

mary of Securtty Raslm ~Providers

To take eifect  Selected Authentication Providers have been deleted.
« Actvate Changes ——
unge Al Ghanges Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Domain Structure Authentication | Password Validation  Authorization | Adjudication = Role Mapping ~ Auditing = Credential Mapping | Certification Path

OBOX_INS_TEST1
(- Damain Partitions
[#H Environmant An Authentication provider allows WebLogi

v realm. Different types of Authes

| Security Realr
1 Interoperability I Custamize this table
-Dieera Authentication Providers
New| | Dalato | || Raorder
Name
QBOXIWT

How do L., Dafoultauthenticator

- Configurs authantication and Identity Defaulidentitysserter
assertion providers

& Configure the Password Validation provider Nevi| | Dslete | || Reorder

& Manage security providers
* Setthe JAAS cantrol flag

* Re-order authentication providers

System Status

Health of Running Servers as of 10:02 AM

 Server to establish trust by validating a user, You
ication providers

have one Authentication prov
designed to access different data stores, such as LDAP servers or

Ider in a securlty realm, and you can configure multiple Authentication providers in
DBHMS,

Showing 1t0 3 of 3 Previous | Next
Description Version

OBDX IWT Identity Asserter Provider 10

WebLogie Authentication Provider )

WebLogic Identity Assertion provider 10

Shawing 110 3 of 3 Frevious | Next

Now, click on New and enter the below details and click Save.
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Name : OUDAuthenticator

Type : OracleUnifiedDirectoryAuthenticator

ORACLE webLogic Server Administration Console 12¢

Change Center @) Home Log Out Preferences Record Help

View changes and restarts

No pending changes exist. Click the Release Create a New Authentication Provider
Configuration button to allow others to edit the
d

fomain. oK | || cancel

Lock &Edt
o ard Create a new Authentication Provider

S22 o R O | The follawing properties wil be used to identify your new Authentication Provider.

= Indicates required fields
Domain Structure
BOX172

~Domain Partitions
-Environment
Deployments
~Services
~Seaurity Realms
-Interoperabiity

The name of the authentication provider.

“ tame: OUDALhenticator

This is the type of authentication provider you wish to create.

Configuration for OUD/OAM

Welcome, weblogic ‘ Connected to: OBDX172

Home >Summary of Sscurity Resims >myresim > Providers »Defaulthuthenticstor >Providers »myresim >Providers >Summary of Sscurity Resims >myresim >Providers

Diagnostics
Type: TPlanetAuthenticator v
oK Cancel
Howdo L. a
® Manage security providers
« Configure authentication and identity
assertion providers
System Status El
Health of Running Servers as of 1:12PM
e  Click on OK Button.
ORACLE waebLogic Server Administration Console 12¢ =
p——— @ Home Log Out Preferences (@] Record Help Y Welcome, weblogic | Connected to: OBDX_INS_TEST1
it i ore > Summary of Erviranmant = Summary of Servars >Summary of Security Raslms >myreaim »Providers >OUDAuthentcator »Providers

Settings for myrealm

Pending changes exist. They must be activated
to take effect.

Canfiguration | Users and Groups || Roles and Policies | Credential Mappings | Providers | Migrati

Authentication | Password Validation | Authorization | Adjudication || Role Mapping | Auditing

QBOX_INS_TESTL
- Domain Partitions
B

TS acurity Reslms Authentication Providers

Fl-Interoperabiliy

Credential Mapping

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider In a security realm, and you can configure multiple Authentication providers in
MS.

 security realm. Different types of Authentication praviders are designed to access different data stores, such s LDAP servers or DI

Certification Path

14 Diagnostics Lbisw, [Deieie | | LBsarier] Showing 1 to 4 of 4 Previous | Next
| name Description Version
1 | oBosawr OBDX JWT Identity Asserter Provider 10
(1 | pefauttauthenticator WebLogic Authentication Provider 10
] WebLogic Identity Assertion provider 10
fowdo Lo = () | ouoauthenticator Provider that performs LDAP authentication 1.0

- Configure authentication and idantity
i

New | [Delele | || Reorder
assertion pr

- Configure th Passviord Validation provider
« Hianage security providers

Showing 1t 4 of 4 Pravious | Next

= Set the JAAS control flag
* Re-order authentication providers

System Status 5]

Health of Running Servers as of 10:03 AT

Now Click on OUDAuthenticator and select Control Flag as “SUFFICIENT”

ORACLE WebLogic Server Aaministration Console 12¢

&) Home Log Out Preferences

Change Center. Record Help

e e Homa > myrealm > Providers s Defaut Authentcator

Providars = myrealm > Providers >Summary of Security Raals smyr
Pending changes exist, They must be activated Settings for OUDAuthenticator
1o take effect.
Canfiguration | Ferformance

< Actvate Chi

Commaon | Provider Specific
Undo All changes
R Save
Domain Structure
oBDX172

- Domain Partitions
i men

i mame: OUDAthenticator
4] Deseription: Provider that performs LDAP authentication
51 Disgnostics
4 version: Lo

aff Control Flag: SUFFICIENT [

Save
How do L.

‘This page dizplays basic information about this IPlanet Authantication provider. You can also use this Page to set the JAAS Control Flag to control how this provider is used In the login sequence.

[=)

Welcome, weblogic | Connected to: OBDX172

Broviders > OUDAuthanticator

The niame of this iPlanet Authentication provider,  More Info. .
& short description of this Planet Authentication provider.  More Info
The version number of this Planet Authentication provider, More Info. .

Spedifies how this iPlanet Authentication provider fits into the login sequence. Mare

* Configure authentication and identity
assertion providers

® Set the JAAS control flag
* Configure the Pazsword Validation provide:

* Manage security providers

System Status =l |

° Click on Save Button.
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Configuration for OUD/OAM

ORACLE webLoglc Server asrinistraton Consale 12¢ B 300 o

Change Center @ Home LogOut Preferences [&] Record Help | Welcome, wzblogicl Comnected to: OBDX172
e Home >Pro < > Summary of Securty Res - OUDAuthenticator
Messages
Pending changes exist. They must be activated
0 take effect, & Settings updated successfuly.
o Actvate Changes Settings for OUDAuthenticator
Undo All Changes Configuration  Performance

Domain Structure Common | Provider Specific

DX172

-Domain Partitions Lsave |
-Environment
""SED"“WE”‘S This page displays basic information about this Planet Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.
~Services
~Security Reslms
-Interoperability (& Name: OUDAuthenticator ‘The name of this iPlanet Authentication provider. More Info...
~Diagnostics
5 Description: Provider that performs LDAP authentication A short description of this iPlanet Authentication provider,  More Info...
48 Version: 10 The version number of this Planct Authentication provider. More Info.
—! 4] Control Flag: SUFFICIENT Specifies how this Planet Authentication provider fits into the login sequence.  More
How do L. El
* Configure authentication and identity save

assertion providers

* Set the JAAS control flag

« Configure the Password Validation provider

* Manage security providers

System Status =] ‘

e Now under Provider Specific tab set the details of LDAP where the server should point. Refer
to the following table for more information:

Property Value

Host This is the LDAP Server (OUD) Hostname

Port This is the LDAP Server (OUD) Port. E.g. 1389

Principal This is the Administrator Account name. E.g. cn=orcladmin

Credential This is the Administrator Account password.

Confirm Credential Confirm the Administrator Account password.

UserBase DN This is the OUD user search base

For e.g.: cn=Users, dc=in,dc=oracle,dc=com

GroupBase DN This is the OUD group search base

For e.g.: cn=Groups, dc=in,dc=oracle,dc=com

Configuration | Performance
o Activate Changes
Common | Provider Specific
Undo All Changes
———— save
Domain Structure

Dx172 Use this page to define the provider specific configuration for this iPlanet Authentication provider.
-Domain Par titions
Bl-Environment XX XK XK XX
--Deployments Connection
-Services .
. cecurity Reams Host: numO0aon.in.orade.com The host name or IP address of the LDAP server, More Info...
-Interoperabiity
i Diagnostics port: 1389 The port number on which the LDAP server isstening.  More Info.
Principak: en=orcladmin The Distinguished Name (DN) of the LDAP user that WebLogic Server should use to
connect to the LDAP server.  More Info.
T Credentiak PP The eredential (usually a password) used to connect to the LDAP server.  More
Howdo 1. =

« Configure authentication and identity e —

assertion providers sessssnns
* Manage security providers
)| [ SSLEnabled Spedifies nhether the SSL protocol should be used when connecting to the LDAP
Jer. More Info.
System Status a server Moren
Health of Running Servers as of 1:16 PM Users.
I Faied (0) User Base DN: se=in,de=oracle, de=com The base distinguished name (DN) of the tre in the LDAP drectory that contains
users. More In
I critical (0)
Overloaded (0) ] AllUsers Filter: 1f the attribute (user object dass) is not specified (that is, if the attribute is nul or
[ Warning (0) empty), a default search fiter is created based on the user schema.  More Info.

I ok
| ] User From Name Filter: ((uld=%u)(objectclass: If the atirbute (user name atirbute and user object dass) i not speaified (thatls,

if the attrbute is nuil or empty), 3 default search fiter is created based on the user
= ok
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4] User Name Attribute: uid

5] User Object Class: person

[] use Retrieved User Hame as Pri

Groups

Group Base DI dc=in, de=oracle,de=com

] All Groups Filter:

] Group From Name Filter: (I{&(cn=%q)(objectclas:

Group Search Scope: subtree |v
Group Membership Searchi unlimited [
Max Group Membership Search Levek 0

[11gnore Duplicate Membership

Static Groups

e  Click on Save to update the changes.

Configuration for OUD/OAM

The attribute of an LDAP user object that specifies the name of the user.
Infa...

More

The LDAP object dass that stores users. More Info.

Spedifies whether or not the user name retrieved fiom the LDAP server should be
used as the Prindpal in the Subject.  More Info

The base distinguished name (DN of the tree in the LDAP directory that contains
aroups. More Info.

An LDAP search filter for finding all groups beneath the base group distinguished
name (DN). If the attribute is not specified (that s, if the attribute is null or empty),
a default search fiter is created based on the Group schema.  More Info.

AN LDAP search filter for finding a group given the name of the group, If the
atirbute is not specified (thatis, if the atiribute is nuil or empty), a defauit search
fiter is created based on the oroup schema.  More Info. .

Spedfies how deep in the LDAP directory tree to search for groups. Valid values are
subtree andonelevel.  More In

Spedifies whether group searches into nested groups are urlimited, Imited ar off,
Valid values are unlimited fimited and off. More Int

Spedifies how many levels of group membership can be searched. This setting is
valid arly if GroupMembershipSearching is set tolimited, Valid values are 0 and
positive integers. For example, 0 indicates only direct group memberships will be
found, and a positive number indicates the number of levels to search,  More Info..

Determines whether duplicate members are ignored when adding groups. The
atirbute cydes in the Group membership. More Info.

e Navigate Back to Security Realms > myrealm > Providers

ORACLE WebLo,

change Center

Server Administration Console 12¢

@ Home LogOut Preferences [&] Record Help

View changes and restarts

Fending changes exist. They must be activated |  Settings for myrealm

to take effect.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

<« Activate Changes

Undo All Changss Authentication | Password Validstion | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

Domain Structure

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentica
BOX_INS_TESTL
-Domain Partitions
Environment
--Deployments
-Senvices
Security Realms
Interoperability

P Customize this table

Authentication Providers

ion provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

Welcome, wehlnglc‘ Connected to: OBDX_INS_TEST1

Home » Summary of Environment >Summary of Servers > Summary of Sacurity Realms >myrealm »Providers >OUDAuthenticator >Providers

Certification Path

-Diagnostics Lhew] [Detete ] || Rearden Showing 1to 4 of 4 Previous | Next
Name Description Version
OBDXIWT OBDX JWT Identity Asserter Provider 1.0
DefaultAuthenticator WebLogic Authentication Provider 1.0
DefaultldentityAsserter WeblLogic Identity Assertion provider 1.0
fiowdals =} OuDAuthenticator Provider that performs LDAP authentication 10

+ Configure authentication and identity New| [Doiio] | Roorder
assertion providers. L 1

= Configure the Password Validation provider

Showing 1 to 4 of 4 Previous | Next

« Manage security providers
« Set the JAAS control fiag

« Re-order authentication providers

System Status =]

Health of Running Servers as of 10:03 AM

Name : OAMIdentityAsserter

Type : OAMIdentityAsserter
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ORACLE' weblLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist, They must be activated
to toke effect,

& Activate Changes

Undo All Changes

Domain Structure

- Interoperability
-Diagnostics

HowdoL.. =]

* Manage security providers

* Configure authentication and identity
assertion providers

System Status =]

Health of Running Servers as of 1:23PM

Failed (0)

@ Home Log Out Preferences

Create a New Authentication Provider
oK | || cancel

Create a new Authentication Provider
= Indicates required fields

The name of the authentication provider.

ik} || cancel

ccord Help

OAMIdentityAsserter
This is the type of authentication provider you wish to create.

Type: OAMIdentityAsserter

Q

The following properties will be used to identfy your new Authentication Provider.

Configuration for OUD/OAM

Welcome, weblogic ‘ Comnected to: OBDX172

Home >Providers >myresim > Providers > Summary of Security Resims >myresim =Providers >OUBAuthenticator »Summary of Secury Reslms »myresim »Providers

° Click on OK Button.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending :hanges axist. They must be activated
to take effect.

4 _Activale Changes

Undo All Changes

@ Home Log Out Preferences [& Record Help

Home »Summary of Environment >Summary of Servers »Summary of Security Realms >myreaim >Providers >OUDAuthenticator >Providers »OUDAuthenbator >Providers

Messages

Q

(@ Reorder operation cancelled - the Authentication Providers have not been reordered

\gs for myrealm

Domain Structure
BDX_INS_TEST1
~Domain Partitions
#-Environment
i--Deployments
~Services
Security Realms
Interoperability
~Diagnostics

How do I

« Configure authentication and identity
assertion providers.

- Configure the Password Validation provider
« Manage security providers
- Setthe JAAS contral fizg

« Re-order authenticati

providers

System Status =]

Health of Running Servers as of 10:14 AM

Configuration | Users and Groups | Roles and Policies

Authentication | Password Validation | Authorization

An Authentication pravider allows WebLogic Server to establish trust by validating 2 user, You must have one Authentication nrwmer in a security realm, and you can configure multiple Authentication providers in
s,

Credential Mappings | Providers | Migration

Adjudication | Role Mapping | Auditing | Credential Mapping

Certfication Path

a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or D!

P Customize this table
Authentication Providers

New| |Delete | || Reorder

Welcome, vaehlnglcl Connected to: OBDX_INS_TEST1

Showing 1to 5 0f 5 Previous | Next

|| Name Description ‘Version
(1 | osmawr OBDX JWT Identity Asserter Provider 10
[ | pefauitAuthenticator ‘WebLogic Authentication Provider 10
(] | Defauldentityhsserter WebLogic denity Assertion provider 10
() | oupauthenticator Provider that performs LDAP authentication 10
[ | oAMIdentityAsserter Oracle Access Manager Identity Asserter 10

New| |Delele | || Reorder

Showing 1t0 5 of 5 Frevious | Next

° Click on Reorder Button.

ORACLE' webLogic Server Administration Conscle 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

4 Activate Changes.

Undo All Changes

Domain Structure

BOX_INS_TEST1
~Domain Partitions

-Diagnostics

How do L... =]

« Re-order authentication providers
o set the J4as control flag

System Status a
Health of Running Servers as of 10:15 AM
[ rald(o)

Gritical (0)

Overloaded (0)

Warning (0)

@ Home Log Out Preferences [&] Record Help

Welcome, w:hlﬂnlc‘ Connected to: OBDX_INS_TEST1

Hame >Summary of Enviranment >Summary of Sarvers >Summary of Security Realms >myrealm >Providers >OUDAuthanticator >Praviders >OUDAUthenticator >Providers

Reorder Authentication Providers
oK/ || cancel

Reorder Authentication Providers

‘You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.

Select authenticator(s) in the list and use arrovis to move them up and dovin in the list.

4E] Authentication Providers:
Available:

() ouDAuthenticator
(] OAMIdentityAsserter
[ oBxawT
[ Defaultauthenticator
() DefaultrdentityAsserter

K4 bo

Ok| || cancal
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Configuration for OUD/OAM

Reorder the providers so that LDAP Provider (OUDAuthenticator) gets highest priority
followed by OAMIdentityAsserter, OBDXJWT, DefaultAuthenticator, DefaultldentityAsserter.

ORACLE webLogic Server Administration Gonsale 12¢

Change Center @ Home Log Out Preferences [&4] Record Help Q Welcome, weblo
View changes and restarts

Hame » Summary of Enviranmant >Surmmary of Servers >Summary of Sacurity Realms >myraslm >Providsrs >OUDAuthenticator >Praviders >OUDAUhentcatar > Providers

Connected to; OBDX_INS_TEST1

Fending changes exist. They must be activated Reorder Authentication Providers
to take effect.
& Activate Changes oK Cancel

Undo All Changes Reorder Authentication Providers.

Domain Structure

You can reorder your Authentication Providers using the st below. By reordering Authentication Providers, you can alter the authentication sequence.
BOX_INS_TEST1 Select authenticator(s) in the list and use arrows to move them up and down in the list.

-Domain Partitions

H-Environment

4] Authentication Providers:
~Deployments

Available:
-Services OuDAuthenticator

-~ Security Realms. ‘OAMIdentityAsserter _
H-Interoperabilty oBDXIWT =
" Diagnostics DefaultAuthenticator -
DefaultidentityAsserter -
=

How do T... [=] lais] | hcancal|

= Re-order authentication providers
= setthe JaAs control flag

System Status =
Health of Running Servers s of 10:15 AM

Failed (0)

Giitical (0)
[ overloaded(m)

‘Warning (0)

° Click on OK Button.

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&d] Record Help QU

Welcome, weblogic | Connected to: OBDX_INS_TEST1
e Homa = Summary of Environment >Summary of Servers = Summary of Security Reslms >myresim >Providers =OUDAuthanticstor >Providers =OUDAuthenticstor >Providers
Pending changes exist. They must be activated | | Settings for myrealm
to take effect
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
< Activate Changes
e e Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path
Pomain Structure An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure muliple Authentication providers in
BOX_INS_TESTL a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
-Domain Partitions
- Environment
 Beployments ¥ Customize this table
-Services
oty Reaims Authentication Providers
T+ Interoperability New| [ Deicie | || Reorder Showing 105 oF 5 Previous | Next
-Diagnstics — e
Name Description Version
OUDAuthenticator Provider that performs LDAP suthentication 10
OAMIdentityAsserter Oracle Access Manager Identity Asserter 10
oBDXIWT OBDX JWT Identity Asserter Provider 10
Howdo L = DefaultAuthenticator WebLogic Authentication Provider 10
- Configure suthentication and identity Defaulidentitphsaerter WebLogic Identity Assertion provider 10
assertion providers
= Configure the Passwerd Validation provider kbiew [Deicte] | Lengden] Showing 105 0f 5 Previous | Next
- Manage security providers
« Setthe JAAS control flag
« Re-order authentication providers

System Status =]

Health of Running Servers as of 10:15 AM

° Set the OAuth URL for OBDXJWT
Settings for OBDXIWT

Configuration

Commen | Provider Specific

Save

This page allows you to configure additional attributes for this security provider,

OAuth URL: http://obdxwls.in.oracle.

[] ssLEnabled

Save
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http://mum00blf.in.oracle.com:7001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration&_pageLabel=DispatcherPage&DispatcherPortletinterfaceClassName=weblogic.security.providers.authentication.DefaultIdentityAsserterMBean&DispatcherPortlethandle=com.bea.console.handles.SecurityMBeanHandle%2528%2522Security%253AName%253DmyrealmDefaultIdentityAsserter%253Bweblogic.security.providers.authentication.DefaultIdentityAsserterMBean%2522%2529&DispatcherPortletproviderType=AuthenticationProvider

Configuration for OUD/OAM

Sample OAuth URL: http://<hostname>:<port>/digx-auth/vl/token/info (hostname and port should
be replaced with OAM Server setup).

e  Click on Activate Changes to apply the changes.

ORACLE WebLogh server sammsrton v 12 o)

Change Center & Home Log Out Preferences [B] Record Help Q Welcome, weblogic| Connected to: 0BDX_INS_TEST1

Home >Summary of Enviranment >5: OUBAuthenticator >Providers

View changes and restarts
Pending changes exist. They must be activated | | Settings for myrealm
to take effect.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
o Activate Ghanges
Undo All Ghanges Authentication | Password Validation | Authorization | Adiudication | Role Mapping | Auditing | Credential Mapping | Certfication Path

Domain Structure

An Authentication provider all
BOX_INS_TEST1 a security realm. Different type
~Domain artitions

VebLogic Server to establish trust by validating  user. You must

ve one Authentication provider in a security realm, and you can configure multiple Authentication provid
Authentication providers are designed to access different dats s s.

s, such ac LDAR servers or DBMS.

-Environment
~Deployments b Customize this table

Authentication Providers

New | [Delele | || Reorder Showing 1t0 5 of 5 Previous | Next

Name Description Version

OUDAuthenticator Frovider that performs LDAP authentication 10

Oracle Access Manager Identity Asserter L0

QBDX JWT Identity Asserter Provider 10

How do L.. = WebLogic Authentication Provider L0

« Configure authentication and identity
assertion providers

WebLogic Identity Assertion provider 10

« Configure the Password Validation provider ubiew [Deleie) | |Geopiar Showing 1t0 5 of 5 Previous | Next
= Manage security providers
« Set the JAAS control flag

« Re-order authentication providers

System Status. =

Health of Running Servers as of 10:15 AM

e Now go to the <DOMAIN_PATH>/<DOMAIN_NAME>/config/fmwconfig/

e  Open jps-config.xml
Replace the line: <servicelnstanceRef ref="idstore.custom"/>

With <servicelnstanceRef ref="idstore.ldap"/>
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° Now Shutdown the Admin server.

e Now, again start the Admin Server using the command,

<DOMAIN_PATH>/<DOMAIN_NAME>/bin/startWeblogic.sh
»  Run the following script into OBDX Schema:

update DIGX_FW_CONFIG_ALL B set prop_value =
'ipm1.0,0RACLEBI12.2.1.2,GENERIC1.0,0AM122130,0UD1.0' where prop_id ='01' and
category_id = 'extxfaceadapterconfig';

commit;

e Restart Managed Server
Verification

Post Admin and Managed Servers restart, login into Admin Console and browse to Security
Realms > myrealm > Users and Groups.

Under Users tab additional LDAP users would be populated and additional LDAP groups can be
seen under Groups tab.
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ORACLE WebLogic Server Administration Censole 12¢

Change Center @ Home Log Out Preferences Record Help Q Welcome, wehlng:clcnnnmen to: OBDX_INS_TEST

View changes and restarts Home =Summary of Security Realms >myraaim = Providers >Users and Groups
Click the Lock & Edit butten to madify, add or Settings for myrealm

Gelete items in this domain
Configuration  Users and Groups ~ Roles and Pol

ies | Credential Mappings | Providers | Migration
Lock & Edit Prng o

Reelease Configuration | Co=

Domain Structure

BDX_INS_TEST
~Domain Partitions Some results are not disalayed because there are too many matches. Please customize this table to specfy more specific crteria, Note: The pravider named does not suppart
Envirenmant viewing or managing its users through the WebLogic console

Deployments

~Services

Security Realms

Interoperability

This page displays information about each user that has been configured in this security realm.

b Customize this table

Users (Filtered - More Columns Exist)

- Diagnostics |ew | [Delete Shawing 1 to 10 of 1000 Previous | Next
||| name & Description Provider
000800 ouo
000801 oup
1207payday1@o.com ouo
flowdo L =} 1207payday2@o.com oup
» Manage users and groups 1207payday3 @o.com ouo
o Creste users 1207savingsi@o.com ouD
* Modfy users 12jun.d1@ora.com ouo
» Delete users 12jun.d2@ora.com oup
12jun.d3@ora.com oun
System Status a e oo
Health of Running Servers as of 3:34 PM [ Mew| [Delcte Showing 1 to 10 of 1000 Previous | Next

Failed (0)
Critieal (0)

ORACLE webLogic Server Administration Conssle 12¢

Change Center @ Home Log Out Preferences [&] Record Help Qa Welcome, weblogs ‘ Connected to: OBDX_INS_TEST
e e T rerae Hama > Sumeary of Securty Reslms >myreslm >Providers >Users and Groups
Click the Lock & £dit button to modify, add or Settings for myrealm

delete items in this domain.

T — Configuration | Users and Groups | Reles and Policies | Credential Mappings | Providers | Migration

Release Configuration il ===

Do s This page displays information about each group that has been configured in this security reaim.
BOX_INS_TEST

Note: The provider named does not supp: g or managing its groups through the WebLogic console.
b Customize this table

Groups

New| [Delete

Showing 1 to 10 of 22 Previous | Next

- Diagnostics

|| Name & Description Provider
AdminChannellUsers AdminChannellisers can access the admin channel. Defaulthuthenticator
AdminChecker oup
ouo
— = Administrators oup
[ [ Administrators Administrators can view and modify all resource atiributes and start and stog servers. Defaultauthenticator
« Manage users and groups
Admintiaker oup
- Create groups
+ Modify groupe AppTesters AppTesters group Defaulthuthenticator
= Delete groups AuthiAdmin oup
Checker ouo
System Status a CorporateadminChecker oup
Health of Running Servers as of 3:55 FM New | [Delste Showing 1to 10 of 22 Previous | Next
[ Falkd(D)
Critical (0)

Home
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11. Multi Entity

To add entity to existing OBDX with supported host system follow below steps.

» Add entity through OBDX Web application, using

e User Manual Oracle Banking Digital Experience System Configuration User Manual
> In case of OBTFPM integration, following document should be referred.
» Oracle Banking Mid-Office Product Setup and Configuration Guide Running OBDX installer

Ensure that Managed server should be down and Admin server should be running state.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBDX software installation (or has ownership on
Oracle Weblogic home directory)

Ensure OBDX installation details (OBDX DB; WLS etc) are maintained in installer.properties and
user running the installer has read-write permissions.

e From your terminal navigate to <OBDX INSTALLER DIR>

e  Enter the following command

python3 runinstaller.py

Select installation type as ‘New Entity Creation’

Below screen will appear after selecting add entity
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Enter below information:
e  Entity code which has been added from screen

e OBDX schema password

If an entity code belongs to UBS / OBPM host following screen (below screenshot are for OBPM ;
for UBS same input are required) will appear:
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Enter below details:

Hostname of the database host server
Port of the database host server
Host database Service Name

Oracle directory name in which you want the database datafile (dbf) to be created. Enter only
the name NOT the path.

Username with 'sys' privileges

SYS privilege user password where UBS schema would be created

Weblogic console administrator user password

Enter below details:

EXISTING Host schema name

Password for EXISTING schema

Complete EHMS (Hostinterface) schema name you want installer to create as new schema
Password for New schema

Country Code of entity branch
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Installation Status in case of UBS / OBPM

After entering all required details, the status is displayed (as shown below) on the terminal to
indicate the progress of the installation.

e I a

When the installation completes, the below message is displayed
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Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be
performed for UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking (OBDX
with UBS)).

If an entity code belongs to Third-party host following screen will appear:

No additional steps/ configuration are required.
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If an entity code belongs to Oracle FLEXCUBE Core Banking host following screen will

appear:

Enter below details:

e Hostname of the FCORE database host server
e  Port of the FCORE database host server

e FCORE Host database Service Name

e  Oracle directory name in which you want the database datafile (dbf) to be created. Enter only
the name NOT the path.

e Username with 'sys' privileges

e  SYS privilege user password where FCORE schema would be created
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e  Weblogic console administrator user password

Enter below details:
° EXISTING FCORE HOST schema name
° EXISTING FCORE FCUBS schema name

e  Complete EHMS (HostInterface) schema name you want installer to create as new schema

° Password for New EHMS schema

Installation status for FCORE Add entity
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After entering all required details, the status is displayed (as shown below) on the terminal to
indicate the progress of the installation.

No additional steps/ configuration are required.

Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be
performed for OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with
Oracle Banking Payments (OBDX with OBPM)).

Home
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12. Multi-entity installation using Silent Mode

This chapter describes how to run the OBDX installer for add entity in silent mode.
Ensure that Managed server should be down and Admin server should be running.

Ensure ORACLE_HOME, JAVA_ HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBDX software installation (or has ownership on
Oracle Weblogic home directory)

Steps for Silent-Mode Installation

° Set the environment variables, as shown below.

Below parameters should be set in environment variables

Parameter Descriptio Example
n

Entity_Code Entity code | export Entity_Code=OBDX_BU7
which has
been
entered
from
screen

SCHEMA_PASS Password export

for existing | SCHEMA_PASS=devops#obdx182
OBDX
schema
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Parameter Descriptio Example
n
E{‘:’/gﬁgg;; ENTITY_EHMS_DATAB | Hostname | export
ASE_HOSTNAME of the | ENTITY_EHMS_DATABASE_HOST
to set for — = — -
flavor: EHMS NAME=XX.XX.XX.XX
HOST
database
host server
FCORE
ENTITY_EHMS_DATAB Port of the | export
ASE_PORT EHMS ENTITY_EHMS_DATABASE_PORT
HOST =1521
(Lljf.i.o.o.o ﬂatabase
ost server
release)
OBPM ENTITY_EHMS_DATAB EHMS Host | export
ASE_SID database ENTITY_EHMS_DATABASE_SID=0
(14.4.0.0.0 ) .
release) Service bdxdb.in.oracle.com
Name
ENTITY_EHMS_DBA_DI | Oracle export
RECTORY_NAME Directory ENTITY_EHMS_DBA_DIRECTORY_
name in | NAME=TBS_DIR
which you
want  the
EHMS
(HostInterf
ace)
schema
datafile
(dbf).
Enter only
the name
and NOT
the path
ENTITY_EHMS_DATAB Username | export
ASE_SYS_USER with  'sys' | ENTITY_EHMS DATABASE_SYS_
privileges USER=sys
ENTITY_EHMS_DATAB Password export
ASE_SYS_PASS for EHMS | ENTITY_EHMS DATABASE_SYS_
Sys user PASS=devops@sys
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Parameter Descriptio Example
n
ENTITY_EHMS_SCHEM | Complete export
A_NAME EHMS ENTITY_EHMS_SCHEMA_NAME=0
(HostInterf | BDXEHMS
ace)
schema
name you
want
installer to
create as
new
schema.
ENTITY_EHMS_SCHEM Password export
A_PASS for new | ENTITY_EHMS_SCHEMA_PASS=d
EHMS evops#ehms
schema on
EHMS
HOST
database
ENTITY_EHMS_HOST_S | EXISTING | export
CHEMA_NAME EHMS Host | ENTITY_EHMS_HOST_SCHEMA_ N
schema AME=EHMSHOST
name
ENTITY_EHMS_ HOST_S | Password export
CHEMA_NAME_PASS of existing | ENTITY_EHMS_HOST_SCHEMA_N
HOST AME_PASS=ehmshst
EHMS
**This parameter is only | schema
required for UBS & | (Existing)
OBPM Host
WLS_DOMAIN_PASS Password export
for WLS_DOMAIN_PASS=weblogic182
Weblogic
admin
console
ENTITY_EHMS_CCY Country export ENTITY_EHMS_CCY=GB
Code for
new or
**This parameter is only | additional
required for UBS & | entity home
OBPM Host branch
ENTITY_EHMS_FCORE_ | FCORE- export
FCUBS_SCHEMA_NAM | FCUBS ENTITY_EHMS_FCORE_FCUBS_S
E HOST CHEMA_NAME=FCRUBSHOST
schema
name

12-3

ORACLE




Multi-entity installation using Silent Mode

Parameter Descriptio Example
n
**This parameter is only
required for FCORE
Entity_Code Entity code | export Entity_Code=OBDX_BU1
which has
Environme been
nt variables entered
to set for from
flavor: screen
OBDX -
(Third-party SCHEMA_PASS Passw_orq export SCHEMA_PASS=welcomel
HOST) for existing
OBDX
schema

¢ Run the runinstaller.py file with ‘--silent* argument along with ‘--addEntity’

Installation Status in case of Oracle FLEXCUBE Core Banking, Oracle FLEXCUBE Universal

Banking, Oracle FLEXCUBE Universal Banking with Oracle Banking Payments

After entering all required details, the status is displayed (as shown below) on the terminal to
indicate the progress of the installation.
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P @obdwls:/scratch/obdw/OBDX Installer x

When the installation completes, the below message is displayed

P @cbdxwls:/scratch/ DX Installer X

Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be
performed for

» UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking Solution (OBDX
with UBS))

» OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with Oracle
Banking Payments (OBDX with OBPM))
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Installation Status in case of other hosts as Add Entity

After entering all required details, the status is displayed (as shown below) on the terminal to
indicate the progress of the installation.

» THP(third party as entity)

Home
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13. OBDX Product Security

Refer below document for OBDX product security configuration

Oracle Banking Digital Experience Security Guide

Home
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14. OBDX Product — Best Practice

14.1 Tablespace for AUDIT INDEX

The index’s used by AUDIT table should be moved into new tablespace from current AUDIT
tablespace.

Follow below steps

» Create a new tablespace
» Give quota to OBDX schema

alter user <OBDX_SCHEMA> quota unlimited on
<OBDX_AUDIT_INDEX_TABLESPACE>;

» Drop and create below index by mapping the newly created tablespace

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_API_AUDIT_LOGGING.sql

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_API_AUDIT_LOG_HIST.sql

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\IDX_DIGX_AL_AUDIT_LOGGIN
G.sql

OBDX_Installeninstallables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_1.sq

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_2.sql

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_3.sql

OBDX_Installeninstallables\db\OBDX\dd\oracle\audit\
IDX_DIGX_AL_AUDIT_LOGGING_4.sq|

OBDX_Installen\installables\db\OBDX\dd\oracle\audit\IDX_DIGX_AL_AUDIT_LOGGIN
G_DETAILS.sql

Home
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15. JPA and OBDX multi-cluster

In a multi-cluster environment, below JPA related changes should be implemented

» Go to Weblogic server
» Open config\META-INF\persistence.xml
» Append below configuration for all data-source

<property name="eclipselink.cache.coordination.jms.host" value="t3://<WEBLOGIC-HOST-
NAME OR IP>:<MANAGED-SERVER-PORT>/" />

Replace with respective hostname or IP and Port no (this should be the managed server
port number which hosts the JPA queues in the cluster)

Key pointers;

>  Multi-cluster here refer’s to :
e  Single cluster with multiple nodes (2 or more physical servers hosting the OBDX product)
e 2 or more Weblogic cluster’'s

» Ensure these (persistence.xml) changes are available to all Managed server by maintaining
appropriate classpath

Home
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16. Troubleshoot Overview

This section describes how to troubleshoot OBDX setup.

Invalid database password

This topic contains troubleshooting information if you receive an error when attempting to connect
to the database server.

If you get the following error:

Oracle Banking Digital Experience

Try one of the following:
e Verify that the database is running.
e  Check Network connectivity between Weblogic Server and Database server.
e  Check the database configuration in installer.properties file

e  Verify that the entered password is correct.

cx_oracle module

This topic contains troubleshooting information about problems with cx_QOracle python module.

If you get the following error:
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Execute the below command:
export LD_LIBRARY_PATH=/usr/lib/oracle/19.3/client64/lib:$LD_LIBRARY_PATH

python

import cx_Orace

cx_Oracle.__version__

Failed Database Scripts

This topic contains troubleshooting information in case of database script failures.

If you get the following error in DB_installation.log:

2017-87-13 13:45:41,851 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jull338/db/UBS/seed/MSTFORMATS. sql successful
PR IR R R ) o YN s cratch/ jenkins /0BDX_Installer/ExecInstances/13Jul1338/db/UBS/seed/mstdevice. sql successful
2017-67-13 13:45:41,747 DEBUG Executed /scratch/jenkins/0BDX_Installer/ExecInstances/13Jull1338/db/UBS/seed/MSTENTITYUSERTYPELANG.sql successful
2017-67-13 13:45:41,796 ERROR Executed /scratch/jenkins/0BDX Installer/ExecInstances/13Jul1338/db/UBS/seed/mstlang.sql failed

Check the detailed log of the failed SQL file at <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM> /logs/db folder.

Failure of Policy Seeding

This topic contains troubleshooting information if policy seeding fails during installation.

If you get the following error:

Try one of the following:

Check if Entitlement.log is created on following path <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for
Entitlement policy seeding.

Check if Task.log is created on following path <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Task
policy seeding.

Check if Dashboard_seed.log is created on following path <OBDX INSTALLER

DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for
Dashboard policy seeding.
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e  Check the seedPolicies.log in <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ directory if it contains any runtime
errors generated during execution of the policies Seeding in OBDX schema

Fix the problem by following below steps:

» Login to OBDX installer server

» Over-write the policies files (DayOPolicy.csv; Entitlement.csv; Resources.csv and Task.csv)

from OBDX Product zip into <OBDX INSTALLER DIR>/installables/policies directory
> Browse to <OBDX INSTALLER DIR>\ installables\policies

» Edit Entitlement_log4j.properties , Task_log4j.properties & Dashboard_seed_log4j.properties .

Replace <logs_path> with directory where policy seeding logs will be generated

e.g

# default file output is in user's home directory.

evereriiTivggivgrriiehomdorrpareerriinJavaiiariog
java.util.logging.FileHandler.pattern = <logs_path>/Task.log
java.util.logging.FileHandler.limit = 58888
java.util.logging.FileHandler.count = 1
#java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter
java.util.logging.FileHandler.formatter = java.util.logging.SimpleFormatter

java.util.logging.SimpleFormatter.format= [#1%tc] ¥4%s: %2%s - %5%s ¥6$skn

# Limit the message that are printed on the conscle to INFO and above.
java.util.logging.ConsoleHandler.level = OFF
java.util.logging.ConsoleHandler.formatter = java.util.logging.5impleFormatter

gLy SN S0 SN SN SR CU SR GU ER GU SR S8 D £y 0 ) 0S4 SN Sy SN GU SN GV SR 00 R £Y 8 0 4 ) CF CY SN £V SN G0 SN IR £) R ) 4 SN CF Oy SN OF S8 £ £ ek gy gy o
L L L R L L L R L L L L R R R R R R LR R LR

# default file output is in user’'s home directory.
#java.util.logging.FileHandler.pattern = %h/java%u.log|
java.util.logging.FileHandler.pattern = /scratch/Task.log
java.util.logging.FileHandler.limit = 50888
Java.util.loggling.rllefanaler.colunt = 1
#java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter
java.util.logging.FileHandler.formatter = java.util.logging.SimpleFormatter
java.util.logging.SimpleFormatter.format= [¥1%tc] #4%s: %2%s - %5%s %6%skn

» Run below command manually if “SEVERE” error logs are found in Task.log
java -jar -Djava.util.logging.config.file="'<logs.properties>’ com.ofss.digx.utils.feed.data.task.jar
"Task.csv" "oracle.jdbc.OracleDriver,<OBDX Schema name>,<OBDX Schema

password>,jdbc:oracle:thin:@<OBDX DB hostname or IP>:<OBDX DB listener port>/<OBDX
Service Name>"
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fore.g.:

java -jar -Djava.util.logging.config.file="Task_log4j.properties’
com.ofss.digx.utils.feed.data.task.jar ‘Task.csv’
"oracle.jdbc.OracleDriver,OBDX_THP181,Welcome#1,jdbc:oracle:thin:@
XX.XX.XX.XX:1521/0OBDX"

» Run below command manually if “SEVERE” error logs are found in Entitlement.log

java -jar -Djava.util.logging.config.file='<logs.properties>’
com.ofss.digx.utils.entitlement.feed.data.jar ‘Resources.csv,Entitlement.csv,Day0Policy.csv’
'KERNEL' "oracle.jdbc.OracleDriver,<OBDX Schema name>,<OBDX Schema
password>,jdbc:oracle:thin:@<OBDX DB hosthame or IP>:<OBDX DB listener port>/<OBDX
Service Name>"

fore.g.

java -jar -Djava.util.logging.config.file='"Entitlement_log4j.properties’
com.ofss.digx.utils.entittement.feed.data.jar 'Resources.csv,Entitlement.csv,Day0Policy.csv’
'KERNEL' "oracle.jdbc.OracleDriver,OBDX_THP201,Welcome#1,jdbc:oracle:thin:@
XX.XX.XX.XX:1521/OBDX"

Note: Please remove the space between multiple csv’s if there is any.

» Run below command manually if “SEVERE” error logs are found in Dashboard_seed.log
java -jar -Djava.util.logging.config.file='<logs.properties>’ com.ofss.digx.utils.dashboard.jar
‘<path>/ dashboard_json’ "oracle.jdbc.OracleDriver,<OBDX Schema name>,<OBDX Schema
password>,jdbc:oracle:thin:@<OBDX DB hostname or IP>:<OBDX DB listener port>/<OBDX
Service Name>"
fore.g.
java -jar -Djava.util.logging.config.file= Dashboard_seed_log4j.properties’

com.ofss.digx.utils.dashboard.jar ‘/installables/policies/dashboard_json’
"oracle.jdbc.OracleDriver,OBDX_THP201,Welcome#1,jdbc:oracle:thin: @xx.xx.xx.xx:1521/OBDX"

» Post successfully execution, restart Managed server.

Error while accessing EM console

Disable the libOVD adapter, change the <active>true</active> to
<active>false</active> in <Domain>/config/fmwconfig/ovd/default/adapters.os_xml

and restart domain servers.

Home
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